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DevOps

 Zusammenarbeit Entwickler und Admins
e Culture
* Automation
 Measurement

e Sharing



DevOps

e Ziele:
* Automatisierung in der System Administration
 Gemeinsame Verantwortung

* Entwicklung und Analyse von Metriken



NetDev / NetOps

e /Zusammenarbeit Entwickler & Admins und
Netzwerker

e Culture
e Automation
e Measurement

e Sharing



NetDev / NetOps

e /Ziele:
e Automatisierung in der Netzwerk Administration
 Gemeinsame Verantwortung

* Entwicklung und Analyse von Metriken
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Warum NetDev”?

Hardware Einbau - Manuell

OS Installation - Automatisch
VM Deployment - Automatisch
OS Konfiguration - Automatisch

Applikation Konfiguration - Automatisch
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OS Installation - Automatisch
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Warum NetDev”?

ardware Einbau - Manuell

Switch/Router Konfiguration - Manuell?
OS Installation - Automatisch

VM Deployment - Automatisch

OS Konfiguration - Automatisch

Applikation Konfiguration - Automatisch



Warum NetDev”?

« Switch/Router Konfiguration - Manuell?
* OS Installation - Automatisch

VM Deployment - Automatisch

* OS Konfiguration - Automatisch

e Applikation Konfiguration - Automatisch

e | .oadBalancer Konfiguration - Manuell?
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Was mit NetDev?

Interface Konfiguration
VLAN Tag
Bonding / Channel

Balancer Konfiguration / Member Node



Was mit NetDev?

Leaves und Spines
TACACS (Zugangs Kontrolle)
OSPF

BGP



One API to rule them all?
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Warum API?

proprietare Tools
Telnet/SSH + Config Paste
Spezial Wissen notwendig

keine Abstraktion / keine ldempotenz



AP

dedizierte Schnittstelle
Remote erreichbar

Autorisierung / Authentifizierung

SSL



AP

e einheitliche Syntax
* Detailimplementierung tbernimmt API

* Restriktionen / Beschrankungen



AP

e direkt auf dem Device
e auf einem “Proxy” System

* Proxy System muss Zugang zum Device haben



| Osungsansatze der
Hersteller




Cisco

NI
* Nexus - lokale Konfiguration C I s c o m

e GGuest Shell, CentOS Baseroot oder Container

 NXAPI/SSH



Arista

« EOS Command API AR I STA

e SSH oder eAP|

* native Ruby / native Python
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Juniper

* RPC oder CL| JUﬂlper

 Management via NetConf



O

 REST AP

e tmsh Shell
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Palo Alto

 PAN Api
« XML
* Wildtire cloud & appliance

» https://github.com/kevinsteves/pan-python/

p a lo NETWORKS®
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https://github.com/kevinsteves/pan-python/

Gemeinsame
| Obsungsansatze
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Gemeinsame
| Osungsansatze

* NetConf Initiative (seit 2003 - in 2006: RFC 4741)

 NetDev Initiative (seit 2013)

e Zusammenarbeit von Netzwerk Herstellern (Cisco,
Juniper, Arista, Fb, ...) mit CigMgmt Herstellern
(Puppet, Chef, Ansible, Saltstack)



NetCont

NETCONF Conceptual Layers

[ N etCO nf | n itiative (Se it 2003) YANG Defined NETCOCNF Protocol

nnnnnn
R
(Config d f.)
Ope:
Client @ rrrrrnnaae (n\Cthms) ............... » Serve{
n
XML Beschreibung
Notification I
"""""""""""""" NETCONF
Transport Configuration
Datastore

+ RPC /
YANG Defined

* YANG (RFC 6020)

 Data Model Language for Network Configuration
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NetDev

 NetDev Initiative (seit 2013)
e Juniper + Puppet

* Netzwerk Automatisierung



Wie ist der aktuelle Stand?
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Cisco + Puppet

e https://aithub.com/ , ,
. g Puppet Enterprise Integration
cisco/cisco-network-

with Cisco Nexus Switches
puppet-module

« TACACS, BGP, Bridge, .
Fabric, Interface,
OSPF, Multicast,
Portchannel, SNMP,
VLAN, VRF, VXLAN

000000000

Cisco
00000000


https://github.com/cisco/cisco-network-puppet-module

Cisco + Ansible

* https://github.com/jedelman8/
nxos-ansible

e |GMP, Interface, VRF, VPC,
SNMP, VTP, VLAN, HSRP, VRRP


https://github.com/jedelman8/nxos-ansible

Cisco + Chef

* https://github.com/cisco/cisco-
network-chef-cookbook

* Interface, OSPF, Package,
Command, SNMP, TACACS,
VLAN, VTP
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https://github.com/cisco/cisco-network-chef-cookbook

Arista + Puppet

» https://github.com/arista-

eosplus/puppet-eos

e swix Paket (PE)

e BGP, Interfaces, MLAG,
Route Maps, VXLAN,

SNMP, VRRP, VARP

Automation with Puppet and EOS

/\Puppet

Standard Binaries
Native Enterprise Integration

Orchestrate Arista EOS or Linux

OS resource automation

Custom Facter integration for

collecting state information

Leverage Arista AEM for

responsive automation to state

changes
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Arista EOS Provider

Gems

ARISTA

Sysdb

ARISTA


https://github.com/arista-eosplus/puppet-eos

Arista + Ansible

» https://github.com/arista-
eosplus/ansible-eos

 Bestandteil von Ansible Core l l
Modules

» BGP, Bridging, Interfaces,
MLAG, Route Maps, VXLAN o e
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https://github.com/arista-eosplus/ansible-eos

Arista + Cheft

* https://github.com/chef-
partners/netdev

e |nterface, L2 Interface, Link
Aggregation, VLAN, Group
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https://github.com/chef-partners/netdev

Juniper + Puppet

https://github.com/Juniper/

puppet-netdev-stdlib-junos Q Device Running Junos O
_ . netdey (sssssssss > Puppet netdev Module
https://github.com/ | S om—.
puppetlabs/netdev_stdlib =D [ l
JUNOS P“p(gﬁéé\t?em Ruby Gems
netdev_stdlib Types ouppet B l
L2 Iﬂ’[erface, DNS, Tl’unk, ¥ JUNOS XML

VLAN, Radius, SNMP,
TACACS
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https://github.com/Juniper/puppet-netdev-stdlib-junos

Juniper + Ansible

o https://github.com/Juniper/
ansible-junos-stdlib

oV

.
ANSIBLE JUﬂOS

* [nstall_OS, Install_Config,
Rollback, Shutdown, SRX
Cluster, Zeroize


https://github.com/Juniper/ansible-junos-stdlib

Juniper + Chet

» https://github.com/chef-partners/ £ 0 e
netdev c;w

WORKSTATION

* Interface, L2 Interface, Link 2N
Aggregation, VLAN, Group


https://github.com/chef-partners/netdev

-5 + Puppet

https://forge.puppet.com/

puppetlabs/fs

» Konfiguration via Proxy
Host (puppet device)

* f5_node, t5_pooal,
f5_virtualserverto_|
f5_irule, t5_monito
f5_partition, 5_vla
f5_selfip

app,

f
)

,

Device

1om Fact

Device resource
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Proxy Agent puppet master
| Device Gen
— Plugins
‘_
—-—""I Device Connect
-\Rﬂ Compille
(funct
L=
J——
-
| Apply Catalog |
puppet report
w >| Report Procesar |
—



https://forge.puppet.com/puppetlabs/f5

F5 + Ansible

* https://github.com/
FS5Networks/f5-ansible

Example Workflow

ssssssssssss

. ) O
D

—

[ s D)

« GTM, iApp, iRule, LTM
Monitor, Partition, Pool, \ / e
License, SelflP, User, Virtual =
Server, VLAN, Zone

Ansible



https://github.com/F5Networks/f5-ansible

F5 + Chetf

7
e https://github.com/target/f5- \C

bigip-cookbook

e Config, Monitor, Node, Pool,
Virtual Server
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https://github.com/target/f5-bigip-cookbook

PaloAlto + Puppet

o Offenes Ticket: “Add new

* https://tickets.puppetlabs.com/

module support for Palo Alto
devices”

puppet

browse/MODULES-3380
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https://tickets.puppetlabs.com/browse/MODULES-3380

PaloAlto + Ansible

* https://github.com/

PaloAltoNetworks/
ansible-pan
+ DHCPIF, DAG, DNAT, GP paloalto

Portal Gateway, SNAT,
SSHKey, Tunnel If, ...
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https://github.com/PaloAltoNetworks/ansible-pan

PaloAlto + Chetf
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Demo - Puppet & Cisco

SLAC 2016
Martin Alftke - ma@example42.com
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