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>1,600
Employees

~20
Locations

>3,600
Active Lines

>120
Service Staff

24/7
Customer Service

>900
Customers

The HAHN Automation Group  ̶˗ present in all important Regions

North America
5 Plants

> 300 Work Forces

Europe
7 Plants

> 1,000 Work Forces

Asia
2 Plants

> 200 Work Forces
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3Frank Benke
Head of IT
Computer Science
University Tübingen
Entire Supply Chain
- Hewlett-Packard - HPe (1994)
- Certification & Training
- Supplier & System Integrator 
- Magenta Service Provider
- Finally End Customer (2014)
Published Author
Open Source Enthusiast
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4A Brief History of Automation

Technologies (touched)
• IGNITE UX 
• Altiris Control Tower
• unattended.txt
• Stateless Computing Solutions

- Hpe Virtual Connect 
- CISCO UCS

• EVA OnCommand CLI Framework
• VMWare methodologies 
• …. then came the cloud  

Scopes
• Operating Systems 
• Baremetal Infrastructure
• Proprietary Infrastructure Application
• Networking
• Storage 
• Virtualization
• Plattform (HCI, Component Xover) 
• Cloud (modern solutions)
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5

On The Bridge
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6Goals And Requirements

Organizational

Maximize utilization 
Reduce staff hours 
Eliminate repetitive tasks
Free resources 
Reduce cost

Operational

Persist quality 
Contiguous improvement
Improve time to deliver
Clone and migrate
Enable agile test & dev
Ensure rapid provisioning
Allow relocation

Strategical

Reduce lock ins 
Allow dry roll outs 
Elevate migrations
Improve resiliency 
Empower staff
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7Generalized Architecture

GOVERNANCE PLANE

CONTROLE PLANE (Sourth of Truth)

ORCHESTRATION PLANE 

AUTOMATION PLANE 

INFRASTRUCTURE MGMT PLANE NETWORK CONTROL PLANE 

DATA PLANE NETWORK DATA PLANE 

OBSERVATION / VERIFICATION PLANE 
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8Site Reliability Engineering
Operations & Architecture

DESIGN & 
BUILD

DEPLOY

OPERATE
Monitoring

& 
Alarmierung

MEASURE
SLIs & 

Reliabikity 
Data

IMPROVE
Postmortem 

& 
Automation

GOVERNANCE PLANE

CONTROLE PLANE

ORCHESTRATION PLANE 

AUTOMATION PLANE 

MANAGEMENT PLANE 

DATA PLANE 

OBSERVATION / VERIFICATION PLANE 
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9

Just Before Start
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10General Considerations to Open Source

Software Choices

Code / project matjurity 
Feature assessment  
Project stability & context
Market acceptance 
User acceptance
Partnerships & backing 

Suitable areas of interest

Operational Aspects

Team knowledge
Reliability & support 
Island strategy 
User introduction strategy 

Software defined strategy

Commercial Perspective

Commercial backing
Support models
Cost transparency 
Independent support
Alternate business models 

License strategy 



©
 H

A
H

N
 A

ut
om

at
io

n 
G

ro
up

11Projects & Products
The Status Quo

Core Infrastructure Operations & Support User Related Systems

CONDUCTOR KEA
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Plattform
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13General Platform Overview

Inventory
CMDB Revision ControlJob-Control

Credential
Manager

Perl Ansible Shell

Hypervisor Operating System Network 
Components

Application &
Monitoring

Platform
Manager
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14Primarily Utilized Components

Netbox Gitlab / Git
Linux

Cronjob

vCenter Conductor Ansible KeyCloak

Grafana
Influxdb

Nextcloud Free RadiusIcinga Web 2

PaloAlto
Panorama
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The Core:
Single Source of Truth



©
 H

A
H

N
 A

ut
om

at
io

n 
G

ro
up

16Single Source of Truth
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17Core Information Assets
Netbox Objects - Customization - Intermediate Data

Devices

Device Types

Platforms

Virtual Machines

JSONConfig Context

Tags

SNMP Community

SSH Host Keys

Interface Configuration

YAML

Offline Inventory
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18Device



©
 H

A
H

N
 A

ut
om

at
io

n 
G

ro
up

19Platforms

• Decision foundation
 
• Operating systems
• Versions

• Validation
• Planning 
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20Custom Fields

• Missing Features

• Additional 
Configurations

• Structural 
Information

• Key Values
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21Configuration Rendering

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx



Interface Configuration

Inherited physical interfaces

Network centric “meta interfaces”

VLAN

Link aggregation group

Server based interpretations 

VM port groups 

VM kernel ports

Board management controller (BMC)

VLAN assignments

Tagging e.g. 

autoconf, port security EAP, infrastructure-link
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23Device Customization

Module bays (from device)

Module types

Module entities

Interface bindings to modules

Interface inheritance

Interface naming clashes

Proxy module bays and types 

Proxy module entities 

e.g. memory
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24Device Attributes

• Names
• Roles
• States

• Offline
• Active
• Planned 
• Decomissioning
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25Tags

• Functional assignment
• Abstraction
• Device vs. function
• Certificate management
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26

Action
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27Netbox 2
Config

• API Access
• JSON
• Analog structures
• Use rendered configs

• Cronjobs
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28Use Inventory

• Function inventory

• Roles
• Status active
• Tags
• Interfaces
• Management interface

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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29Virtual Machines

• Status planned

• Assign Cluster

• Add memory & disk

• Set tags

• Cron job after status 
active
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30Virtual Machine Deployment

• Netbox Export 

• Create job referred YAML

• Utilize predefined ansible roles 

• Generate job specific OVA

• Deploy on hypervisor

XxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxXxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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31

Update Source of Truth

Validate

Verify

FW 
Update

Workflow Network Change & Sequence with Conductor

NetBox
(Segment/VLAN Änderung)

Conductor
(Workflow Engine)

Ansible
(Execution Engine)

Firewall
Rules

Switches
VLAN / L3

Verification & Test

Update Netbox

Webhook / Status Change

Validate Change

NetBox   Conductor       Ansible         Firewall        Switch

Change

Switch 
Update
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Validation & Operation



©
 H

A
H

N
 A

ut
om

at
io

n 
G

ro
up

33(Plaintext) Assets

Revision controlled - GitLab
• Switch configurations
• ESX configuration backup
• MS Active Directory plaintext export
• Documentation export

Non revision controlled - Filesystem
• JSON configuration transfers
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34Setting Standards

• Standardize !!!

• Enforce environment defaults

• Remove factory defaults

• Validate systems

• Prepare Operations
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35e.g. Firmware Maintenance

Partitionalize complex tasks 

• Identify devices of “platform”

• Distribute firmware

• Generate boot priority

• Execute reboot / firmware install
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36E.g. Monitoring & Alarming

• Triggering netbox object

• Forward to performance monitor

• Apply predefined standards 
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37Performance Analysis

• Context specific dashboards

• Automated integration of entities

• Trigger through netbox tags

• Credential definition 
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38

Outlook
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39Further Reading

• SRE books with Google

• iX article series 04/26

• dPunkt/
Rheinwerk 
tba. 
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40Tips & Plans

My Recommendations
• Start small & with small steps
• Identify “low hanging fruits”
• Plan for the “long shot”

• E.g. no tool without API access
• Built scalable
• Avoid “lock ins”
• Push open standards  

Our Plans
• Automate emergency shutdown 
• Integrate Aruba CX platform
• Evaluate SONIC platform
• Complete Active Directory tasks
• Improve Windows deployments 
• Enable tenant separation 
• Offer external customer products 



Frank Benke 
Heute privat 

+49 1511 788 7261
frank@mybenke.org

www.mybenke.org
www.linkedin.com/in/frank-benke-61743928/

mailto:frank@mybenke.org
http://www.linkedin.com/in/frank-benke-61743928/
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