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A Brief History of Automation

Technologies (touched)

IGNITE UX
Altiris Control Tower
unattended.txt

Stateless Computing Solutions
- Hpe Virtual Connect
- CISCO UCS

EVA OnCommand CLI Framework
VMWare methodologies
.... then came the cloud

Scopes

Operating Systems

Baremetal Infrastructure

Proprietary Infrastructure Application
Networking

Storage

Virtualization

Plattform (HCI, Component Xover)
Cloud (modern solutions)
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Goals And Requirements

Organizational

Maximize utilization
Reduce staff hours
Eliminate repetitive tasks
Free resources

Reduce cost

Operational

Persist quality
Contiguous improvement
Improve time to deliver
Clone and migrate
Enable agile test & dev
Ensure rapid provisioning
Allow relocation

Strategical

Reduce lock ins
Allow dry roll outs
Elevate migrations
Improve resiliency
Empower staff



Generalized Architecture

GOVERNANCE PLANE
CONTROLE PLANE (Sourth of Truth)
ORCHESTRATION PLANE

AUTOMATION PLANE

INFRASTRUCTURE MGMT PLANE NETWORK CONTROL PLANE

DATA PLANE NETWORK DATA PLANE

OBSERVATION / VERIFICATION PLANE



Site Reliability Engineering SLAC 20
Operations & Architecture 26

GOVERNANCE PLANE
DESIGN &

BUILD
CONTROLE PLANE

ORCHESTRATION PLANE
IMPROVE

Postmortem
& PEPLOY AUTOMATION PLANE
Automation
MANAGEMENT PLANE
DATA PLANE

MIESSILINE Y OBSERVATION / VERIFICATION PLANE
SLIs & ; - Monitoring

Reliabikity &
Data Alarmierung
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General Considerations to Open Source SLAC

Q
%6
Software Choices Operational Aspects Commercial Perspective
Code / project matjurity ~ Team knowledge Commercial backing
Feature assessment Reliability & support Support models
Project stability & context Island strategy Cost transparency
Market acceptance User introduction strategy |ndependent support
User acceptance Alternate business models

Partnerships & backing Software defined strategy

License strategy
Suitable areas of interest
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The Status Quo

Core Infrastructure Operations & Support User Related Systems

B
& GitLab °O®

Nextcloud

.
<> TrueNAS « " ICINGA

I open-e @ @ Bﬂ

SYSTEMS

X PROXMOX

5
erafana <Y OpenSearch “@
@ influxdata®

MINIO o OI @

ANSIBLE

Whisper
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General Platform Overview

Platform Inventory
Manager CMDB

Job-Control Revision Control
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Credential Ansible
Manager

Application & Hypervisor Operating System NEWOTK

Monitoring Components




Primarily Utilized Components

PaloAlto
Panorama

Netbox

vCenter Conductor

Grafana

Icinga Web 2 Influxdb

Linux
Cronjob

Nextcloud

Sl4g,

Gitlab / Git

KeyCloak

Free Radius
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. 728.52 35.99  18,214.35 8138.88
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Single Source of Truth SLAC

f.benke
L ]
# netbox Q Search.. ' Admin
Community =3
o
B Organization v o Organization x ] IPAM X £ Circuits x O
=
@ Racks - Sites 26 VRFs 24 Providers 18 =
=
2 Devices v Tenants 23 Aggregates ] Circuits 22 o
>
' ; <
& Connections - Contacts 72 Prefixes 490 Provider Networks o] =
T
IP Ranges 147
=T  Wireless v g E
IP Addresses 14834 o ©
@ IPAM T -] DCIM X ] Virtualization b
VLANs 388
A VPN - Sites 26 Clusters 35
J  Virtualization v Racks 81 Virtual Machines 715
= Circuits . Device Types 303
Devices 1224
¥ Power v
. Cables 1433
B Provisioning -
& Customization &
%@ Operations ~
o Change Log X
& Topology Views -
TIME ~ x USERNAME FULL NAME ACTION TYPE OBJECT REQUEST ID
& Hardware Lifecycle v
2025-09-24 09:18 s.zimmermann Sascha Zimmermann Device DERHAssemblyHallo5-01 (13518) 6ed34e65-b719-4aZe-Sbff-f27cc93a3b48
* Plugins - 2025-09-24 09:18 s.zimmermann Sascha Zimmermann Device DERHStock02 (16368) 58f0c3c2-a0bd-4292-8cdf-1ecI0dd1e6a3
& Ll = 2025-09-24 08:58 b.heitmann Bastian Heitmann Virtual Machine svrhlgwcon03p 1030ch12-8978-438d-9705-6f1e148¢8a20
2025-09-24 08:57 b.heitmann Bastian Heitmann Virtual Machine svrhlgwcon02p e32e7219-fed9-4994-9689-0658a6267d2e
2025-09-24 08:46 t.wuellenweber Timo Wuellenweber IP Address 45146.84.28/24 8ddf9f10-ab1d-46b5-8a2e-17d876fd7d8b
2025-09-24 08:45 t.wuellenweber Timo Wuellenweber IP Address 45146.8413/24 45981813-04a4-47d9-b1fb-75b8ca034c20
2025-09-24 08:45 t.wuellenweber Timo Wuellenweber Virtual Machine svrhlgwcon01p 0832a2f4-4112-4¢99-85¢cf-7b2ebBEdBee3
MetBox Community v4.3.4
Get Cloud | Get Enterprise 2025-09-24 08:43 t.wuellenweber Timo Wuellenweber Tag firewallobjecttag-gweon 193dbb7a-56e0-49d6-8a1f-9bAb342112¢h




Core Information Assets |
Netbox Objects - Customization - Intermediate Data

Devices

Config Context

Device Types

Platforms SNMP Community

Virtual Machines

SSH Host Keys

Tags Interface Configuration

Offline Inventory



Devices / RH1 - Rheinbeoellen, Liebshausener Strasse 3 deim.device:1475

rh1-r8-swé + Add Components v | R Bookmark [| # Subscribe 7 Edit

Created 2024-07-01 09:40 - Updated 2024-10-28 08:35

Device Interfaces [ Console Ports n Power Ports Config Context Render Config Status LLDP Neighbors Config  Contacts n Journal Changelog e
o
O
(=
o

Device Management =
=
]

Region EMEA / Germany Status 2
Z

Site RH1 - Rheinboellen, Liebshausener Strasse 3 Role Access Switch E
ag

Location Hall-4-Assembly-Mgmt Platform Aruba0s ©

Rack 8 E Primary 1Pvd 172.31.2.193 lnl

Position U27 / Front Primary IPvG —

GPS Coordinates — Out-of-band IP —

Tenant HAHN Automation Group Holding GmbH / HAHN Automation Group GmbH

Services + Add a service
Device Type Hewlett-Packard Enterprise GmbH Aruba 2930F 48G PoE+ 4SFP Switch (1U)
NAME PARENT PROTOCOL PORTS DESCRIPTION
Description Replacement Switch
— No services found —

Airflow —

Serial Number CN19HKX294 Images + Attach an image

Asset Tag — OBJECT TYPE PARENT IMAGE MNAME SIZE (BYTES) CREATED

Config Template — — No image attachments found —

Custom Fields Dimensions

Shortname @ — Height 1.0U0

Ticket no. @ — Weight —

Bmc firmware — 8

revision




Platforms

Platforms = e SL A cE

T

MNAME ~ x MAMUFACTURER DEVICES
ArubaOs Hewlett-Packard Enterprise GmbH 198 =
[ [ [ (o]
* Decision foundation -
ArubaOSs AP Hewlett-Packard Enterprise GmbH 231 5
IS
5
Aruba0s CO Hewlett-Packard Enterprise GmbH 23 2
z
Aruba0S CX Hewlett-Packard Enterprise GmbH 30 %
©

* Operating systems s . :

. vSphere ESXi 7.0 — 0 0 —
* \Versions
vSphere ESXi 8.0 — 53 0 —
Windows 10 — 2 7 —
. . Windows 11 — 5 5 —
* Validat
a I a' IO n Windows Server 2003 — 0 0 —

o Planning Windows Server 2012 R2 — 0 0 _

Windows Server 2016 — 0 0 —
Windows Server 2019 — 0 25 —

Windows Server 2022 — 0 363 —




Custom Fields

Custom Fields

Shortname @ rh1
¢ M|SS|ng FeatureS dhcpeonfig g
{ B
"option-data”: [ g
{ -
data™: "172.31.188.15, 172.31.188.23", g
Y Addltlonal name” : "domain-name-servers”
),
. . !
CO nflguratlons data” : "haehn-automation.de",
name” : "domain-search”
e Structural )
Information :

Location - Size Core-Locations

 Key Values



Configuration Rendering SLAC

Devices /| RH1 - Rheinboellen, Liebshausener Strasse 3 deim. device 16!

Created 2022-05-3100:00 - Updated 2025-05-21 15:58

Device Module Bays ([{f)  Interfaces f)  Console Ports fJJ  Power Ports ) Config Context  Render Config  Contacts ffJ)  Journal ~ Changelog

Rendered Context JSON Local Context JSON IR

{ null
"domain”: "haehn-automation.de"
"domain_controllers”: [
"172.31.786.15",

"172.31.1808.23", . .
“172.31.108.249", @ The local config context overwrites all source contexts.
"172.31.188.12"

l.
"nameservers”: [ Source Contexts JSON AININ

"172.38.1368.143",
"172.31.766.15"

Q
=]
)
o
c
2
b
=
S
=]
<
z
I
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©

1. cluster-rh1-CL_RH1_Production 1000
"ntp_pools”: [
"@.europe.pool.ntp.org”,
"1.europe.pool.ntp.org”, {
"2.europe.pool.ntp.org”, "ovadeploy__cluster”: "CL_RH1_Production”
"3.europe.pool.ntp.org” "ovadeploy__datacenter”: "RH1 - Rheinboellen”
1. "ovadeploy__datastore”: "nexenta_vm3",
"ovadeploy__cluster”: "CL_RH1_Preduction”, "ovadeploy__folder”: "/RH1 - Rheinboellen/vm/GREEN_LINUX_MEW/Linux_Default"
"ovadeploy__datacenter”: "RH1 - Rheinboellen”, 3
"ovadeploy__datastore": "nexenta_wvm3",
"ovadeploy__folder”: "/RH1 - Rheinboellen/vm/GREEN_LINUX_MEW/Linux_Default",
"portsecurity_radius": [
{
:ddress ¢ "172.38.138.143", default-portsecurity-radius 1000
ey SRRRARRRRRRRRRAR
}
1. (
scem”: "portsecurity_radius": [
"bootfile_uefi”: "smsboot'\\x64\\wdsmgfw.efi", ’
"server": "172.31.788.61" "address": "172.36.130.143",
- ey RRRRRRRISIIR
"wireless_controller”: "172.31.3.21" }
} 1




Interface Configuration

Inherited physical interfaces
Network centric “meta interfaces”
VLAN
Link aggregation group
Server based interpretations
VM port groups
VM kernel ports
Board management controller (BMC)
VLAN assignments
Tagging e.g.
autoconf, port security EAP, infrastructure-link

=Tks —

ETk6 —

=ETk7  —

= Trk9 —_—

®vlanl —

®vlanz —

®vlan3 —

®viand —

®vians —

®viané —

® vian7

autoconf

autoconf

autocont

autocont

autoconf  Port security EAP

autoconf Port security EAP

autoconf Port security EAP

infrastructure-link

ENABLED  TYPE

o 1000BASE-T (1GE)
v 1000BASE-T (1GE)
v 1000BASE-T (1GE)
« 1000BASE-T (1GE)
o 1000BASE-T (1GE)
v 1000BASE-T (1GE)
v 1000BASE-T (1GE)
~ 1000BASE-T (1GE)
v 1000BASE-T (1GE)
x 1000BASE-T (1GE)
x 1000BASE-T (1GE)

x 1000BASE-T (1GE)

PARENT  LAG

— Trkl

— Trk2

— Trk?

— Trk?

Link Aggregation — —

Group (LAG)

DESCRIPTION

HAHN Plastics, production
server (ILO)

HAHN Plastics Production
Server (ESXI Management)

HAHN Plastics Prod (vlan8)

Group (LAG)

Link Aggregation — —

Group (LAG)

Link Aggregation —_ -

Group (LAG)

Link Aggregation —_ -

Group (LAG)

Virtual

Virtual

Virtual

Virtual

Virtual

Virtual

Virtual

#1417

#1306

#1418

#1419

#1420

da2-r101-fwi-
management

da2-r101-wcl » -
ge/0/0/0

SPDA2PMO1P 2 ilo adminlan (2)

SPDA2PMO1P > eth0 =
(eno1)

SPDA2PMOTP » ethd =
{ens3f0)

adminlan (2)

office (3)
office (3)

office (3)

172.29.56.1/24

172.29.57.1/24

172.29.58.1/24

172.29.59.1/24

172.29.60.1/24

172.29.61.1/24



sprhlesx11p Ad

sreated 2022-05-31 00:00 - Updated 2025-05-2115:58

Device Customization

+
l 23
Device ~ Module Bays (§E)  Interfaces )  Console Ports )  Power Ports @) Config Context  Render Cormd® | [@ .

T
Module bays (from device) boss - ntorna - S
MOd u |e typeS cpu-1 — epu-1 EPYC 7542 32-Core g
<
Module entities e N e N z
©
. . memaory —_ internal center Memory 1024 GB Config
Interface bindings to modules y y
mezzanine-2 — internal-2 Ethernet BCMS5720 - 4 port - mezzanine
pci-1 —_ back-1 Ethernet X710 - 4 Port - SFP+ Ethernet Controller
Interface inheritance _
Interface naming clashes pci-3 - back-3 -
drive-cage-1 — front-1 —
Proxy module bays and types e - o B
.. drive-cage-3 — front-3 —
Proxy module entities
mezzanine-1-net — internal-1 Ethernet BCM5720 - 2 port - embedded

€.J. memory

mezzanine-3-raid — internal-3 PERC H745




Device Attributes

* Names
* Roles
e States
 Offline
* Active
* Planned
* Decomissioning

Devices

Resultsm

Filters

X Role: Access Switch

MAME ~

CNBOGEF041

CN75G9C05)

col-r101-swi

col-r101-sw2

col-r101-sw3

col-r101-sw4d

SHORTMAME

swd

sw2

PLATFORM

ArubaOs

Aruba0s

ArubaOs

ArubaOs

ArubaOSs

ArubaOSs

RISK CATEGORY

2

CONTACTS

Timo

Willenweber

Timo

Willenweber

Timo

Willenweber

Timo

Willenweber

Timo

Willenweber

Timo

Willenweber

ROLE

Access Switch

Access Switch

Access Switch

Access Switch

Access Switch

Access Switch

TEMANT

HAHN
Automation
Group
Holding
GmbH

HAHN
Automation
Group
Holding
GmbH

REI

Automation,

Inc.

REI

Automation,

Inc.

REI

Automation,

Inc.

REI

Automation,

Inc.

TYPE

Aruba 2530
48G PoE+
25FP+
Switch

Aruba 2530
48G PoE+
25FP+
Switch

Aruba
2930F 48G
PoE+ 45FP+
Switch

Aruba
2930F 486G
PoE+ 4SFP+
Switch

Aruba
2930F 48G
PoE+ 45FP+
Switch

Aruba
2930F 48G
PoE+ 45FP+
Switch

IP ADDRESS

172.2916.3/24

172.29.16.4/24

172.29.16.2/24

-

PARENT DEVICE STATUS

-

© HAHN Automation Group

col-not-fw1 (BN

(124964)

SNSRI Active |

(124964)

col-rot-fwi  ((ELD

(124264)

col-rot-fwl  ((ELD

(124964)



Tags

Functional assignment
Abstraction

Device vs. function
Certificate management

Tags

autoconf

Created 2023-04-15 11:22 - Updated 2023-04-27 11:16

Tag Changelog

Tag

Name
Description
Color
Weight

Tagged Items

Tags

credential-network-1

Created 2023-04-18 19:38 - Updated 2023-04-18 19:38

Tag  Changelog

Tag

MName
Description
Color
Weight

Tagged Items

Tags

bmc S
Created 2022-08-11 00:00 - Updated 2025-02-11 > C

Tag  Changelog

2

Tag

autoconf

MName bme

Automatically configure this interf

(S

Description

Color L

Board Management Controlle

1000 Weight

© HAHN Automation Group

6252 Tagged Items

Tags

esxi-backup

Created 2024-03-26 09:39 - Updated 2024-03-26 09:39

Tag  Changelog

Tag

credential-network-1 Name esxi-backup

Description Run the ESXI backup on this ho

D Color G
1000 Weight
166 Tagged Items
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[ netbox2keaconfig [ 731KiB

Netbox 2 !
CO nfi package CMDB::Reguest::Paged;
g use strict;
use LWP::UserAgent;
use JSON:
use feature 'signatures';
no warnings 'experimental::signatures'; -~
>
e
API AcceSS sub new($class, $token, $baseuri) { o
=
s
my $ua=LWP::UserAgent->new(); g
JSON $va->default_header("Auvthorization” => sprintf("Token %s", $token)): 3
:
I
Analog structures g
. my $self = {
va => $ua,
Use rendered configs S T
e

bless $self, $class;
return $self;

}

Cronjobs

sub _request_single($self, $uri) {
my $response=$self->{ua}->get($uri);

if (!$response->is_success()) {
printf("Failed to issue device get command: %s\n", $response->status_line);
exit(1);

}

my $data=from_json($response->decoded_content);

return $data:




5 inventory.netbox.yml

Use Inventory

# Use virtual_chassis master as inventory name
Lohoff, Florian authored 2 years ago

inventory.netbox.yml [7} 4588

plugin: netbox.netbox.nb_inventory

Functlon Inventory :Ei;:npoint: https:ffcmdh.hahn.gr;;;i o

validate_certs: True

cache: yes
cache_plugin: jsonfile

ROIeS cache_connection: ".inventorycache"

virtual_chassis_name: true

StatUS aCtlve guery_filters:

- role: access-switch
- role: routing-switch

Tags - tag: autoconf

- status: active

I nte rfaces interfaces: yes

fetch_all: no
device_guery_filters:

Management interface

group_by:
- device_roles
- tags

L

© HAHN Automation Group



Vlrtu al MaChlneS Virtual Machines

Results m Filters

netsu [ <] T
RISK CATEGORY MAME CONTACTS SERVICE~ = MEMORY (MB) DISK STATUS CLUSTER ROLE TAGS

Y t t I d 2 svminnetsup0lp — —_ 4096 9.00 Active MIN_Production —_ certificate-deploy | icinga-agent
Status planne o8 Media Attached

-network-support

2 svkunnetsupOlp — — 4096 9.00
GB

KUN_Production — certificate-deploy | icinga-agent
Media Attached
vm-network-support

KEL_Production —_ certificate-deploy | icinga-agent
-network-support

© HAHN Automation Group

® ASSIgn Cluster 2 svkelnetsup0lp  — - 4096 (s;.go

2 svkrenetsupOlp — — 4096 9.00 tive CL_KRE_Production — certificate-deploy | icinga-agent

GB vm-network-support
2 svdaZnetsup0lp — — 4096 10.00 Staged DAZ_Production — certificate-deploy | leinga-agent
: o8 os-linue
* Add memory & disk
I I
2 svdilnetsup0lp — — 4096 9.00 tive CL_DIN_Production  — certificate-deploy | icinga-agent
GB Media Attached
2 svrhlnetsup0lp  Aljoscha —_ 4096 30.00 tive CL_RH1_Production — certificate-deploy | icinga-agent
e Setta Oppermann o8 os-tinux
gs 2 svuvanetsupOlp — — 4096 9.00 UVA_Production — certificate-deploy | icinga-agent
GB Media Attached
vm-network-support
2 svzagnetsupOlp — — 4096 9.00 tive ZAG_Production — certificate-deploy | icinga-agent
GB Media Attached

-network-support

* Cron job after status
active

b oooo @gooaoa

Active CL_DAY_Production — certificate-deploy | icinga-agent
cs e ) vm-network-support

svdaynetsupO1p



Virtual Machine Deployment

Netbox Export

Create job referred YAML

Utilize predefined ansible roles

Generate job specific OVA

Deploy on hypervisor

¥ master v  ova-generation /| + ~

add missing hahnrepo dependency to requirements.yml

@ Heitmann, Bastian authored 3 weeks ago

group_vars
lookup_plugins

scripts

.gitignore

README.mdwn
inventory.netbox.yaml
playbook-destroy-nextcloud-test.yml

playbook-ipxe.ymlL

Syntax fixes True -> true
Lohoff, Florian authored 1year ago

inventory.netbox.yaml [} 5108

plugin: netbox.netbox.nb_inventory
api_endpoint: https://cmdb.hahn.group/

Last commit

Remove cluster config from repository ...
Fixup gopass lookup to accept the gen...
Current state before cleanup

Follow renaming of Cluster in netbox
Add python3-pynetbox to dependencies
Syntax fixes True -> true

Add playbook for destroying nextcloud ...

Fix boot script path

‘token:
validate_certs: true

config_context: true
flatten_config_context: true

guery_filters:
- status: staged
- platform: "debian-12"
- platform: “debian-11"
- has_primary_ip: 'true’

fetch_all: false
interfaces: true
site_data: true

groups:
netbox: true

group_by:
- cluster
- nlatforms

Fir file

¢ 73a7a5/ [t

d42f7daf

Last upaate

7 months ago

1year ago

2 years ago

2 years ago

7 months ago

1year ago

1year ago

1year ago

[ History

o]
67]
[

30

© HAHN Automation Group



Workflow Network Change & Sequence with Conductor SLAC

NetBox

Segment/VLAN Anderung
Webhook / Status Change

Conductor NetBox Conductor  Ansible Firewall Switch
Workflow Engine
Validate Change Chanae
Ansible .
Execution Engine Validate
FW N
Update
Firewall Switches Switch
Rules VLAN / L3 Update
~ Verify
Verification & Test
Update Source of Truth
Update Netbox
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#  File swrhivt02clO1n changed 2023-11-27 14:27:56
"ISF Firmware SFP Upgrade user authored 1year ago

L]
P I ln t A t [ swrhivto2clotn [ 9.90Ki8 & :
al eX SS e S : hpStack_KB Configuration Editor; Created on release #{B.16.11.8813

3 Ver #14:6f.6F.F8.1d.fb.7f.bf.bb.ff.7¢.59.Fc.Th.Ff.Ff. Ffc.Ff.FF.3f.ef:00

d3713c9a [f History

stacking
member 1 type "JLB75A" mac-address b8d4e7-66F988

member 1 priority 129

member 1 flexible-module A type JLB78A

member 1 flexible-module B type JLO83A

member 2 type "JLB75A" mac-address bB8d4e7-7flc88

member 2 flexible-module A type JLB78A

member 2 flexible-module B type JLO83A
exit

hostname "SWRH1VTB2CLBIN"

console idle-timeout 7200

. . -
console idle-timeout serial-usb 7288
eviSion controlied - GltLa
rest-interface session-idle-timeout 128
trunk 1/1-1/2,2/1-2/2 trkl lacp
trunk 1/3,1/8,2/3,2/8 trk3 lacp
= = = trunk 1/4,2/4 trké4 lacp
* Switch configurations
trunk 1/6,2/6 trké lacp
trunk 1/7,2/7 trk7 lacp
trunk 1/9,2/9 trk9 lacp
trunk 1/16,2/18 trkl® lacp
trunk 1/11,2/11 trkl1 lacp
trunk 1/12,2/12 trkl2 lacp
trunk 1/13,2/13 trkl3 lacp
trunk 1/14,2/14 trkl4 lacp
loqaing 172.31.100.59

* MS Active Directory plaintext export B e e e [

& SPHEBESXO1P Findfile  Edit v ode ~ M

* Documentation export 2, s s

* ESX configuration backup

"ISF ESXI Backup authored 2 months ago 5 § LEER
Name Last commit Last update
etc Backup of SPHEBESX01P 2 months ago

. - .

N 0 n revl S I O n C O n t ro | I e d - F I I e Syste m var/lib/jvmware/configstore/backup Backup of SPHEBESX01P 2 months ago
esxcli-network-ip-dns-server-list.txt Backup of SPHEBESX01P 1year ago
- - esxcli-network-ip-interface-ipv4-get.txt Backup of SPHEBESX01P 1year ago
. J S O N C O n fl g u ratl O n tran Sfe rS esxcli-network-ip-interface-list.txt Backup of SPHEBESX01P 2 months ago
esxcli-network-nic-list.txt Backup of SPHEBESX01P 1year ago
esxcli-network-vswitch-dvs-vmware-list.txt Backup of SPHEBESX01P 2 months ago
esxcli-network-vswitch-standard-list.txt Backup of SPHEBESX01P 1year ago
esxcli-network-vswitch-standard-portgroup-list.txt Backup of SPHEBESX01P 1year ago

esxcli-storage-nfs-list.txt Backup of SPHEBESX01P 1year ago
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Setting Standards

Standardize !l

Enforce environment defaults

Remove factory defaults

Validate systems

Prepare Operations

"timesync sntp",

"sntp unicast",

"sntp 308",

"sntp server priority 1 172.31.2.111"

“no snmp-server community \"public\"",
“snmp-server community \"hahn-it\" operator®,
"snmp-server contact \"it\@hahn.group\"",
"snmp-server response-source dst-ip-of-request",

"logging 172.31.168.59",

"no logging 172.36.130.5",
"Logging facility syslog“,
"Logging severity info",
"Logging origin-id hostname",

sprintf("crypto pki enroll-self-signed certificate-name %s usage web key-type rsa key-size 2048 valid-start

"web-management ssl“,

"rest-interface”,

"rest-interface session-idle-timeout 128",
"no web-management plaintext",

5 setderaults

¢ Add tftp client to default config statements
Lohoff, Florian authored 2 years ago

[4 setdefaults [f; 2.74KiB

use strict;

use Net::CLI::Interact;

use JSON gw/to_json from_json/;

use FindBin qw/$Bin/;

use File::Slurp gw/write_file read_file/;
use Data::Dumper;

use POSIX;

use 1ib "$Bin/lib";

use ADS::Inventory;

my $address=$ARGV[E];
my $config=from_json(read_file("$Bin/config"));

printf("%-15s Processing - Start %s\n", $address, strftime("%Y-%m-%d %H:%M:%S", localtime(time))):

34
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e.g. Firmware Maintenance

Partitionalize complex tasks

ldentify devices of “platform”

Distribute firmware

Generate boot priority

Execute reboot / firmware install

3 loadfirmware

@ Fix loadfirmware oobm usage
Lohoff, Florian authored 3 years ago

| loadfirmware [} 232 KB

use strict:

use Net::CLI::Interact;

use JSON gw/to_json from_json/;

use FindBin qw/$Bin/;

use File::Slurp qw/write_file read_file/;
use Data::Dumper;

use POSIX;

use lib "$Bin/lib";

use ADS::Inventory;

my $address=$ARGV[0];

my $start=time();
printf("%s Processing - Start %¥s\n", $address, strftime("%Y-%m-%d %H:%M:%S",

eval {
y $i=Net::CLI::Interact->new({
t port => 'SSH',
nnnnnn t_options => {
host => $add

reloadinorder

# Add current directory to "reloadinordner”
Lohoff, Florian authored 2 years ago

reloadinorder [} 1208

BASE-$(dirname $(readlink $0))

cat $1
| awk '{ print $2 }' %

localtime(time)));

| xargs ${BASE}/reloadswitch

Find file Blame E

@0 e & | 35
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Service Historie Quelle W o

. . . 1:0 face 2 auf @ que-r101-sw3 ist CRITICAL IF CRITICAL - ifoutDiscards 7159 of 8.1 36
E.g. Monitoring & Alarming _

Plugin-Ausgabe

IF CRITICAL - ifOutDiscards 7159 of 4851@2pkts in 296 seconds - limit ©.1%,1s / 485pkts

Aktionen

Inspizieren

* Triggering netbox object

Notizen
[4 https:/femdb.hahn.group/dcim/interfaces/8929/

https://prism.hahn.group/grafana/d/000000005/switches-telegraf-interface-stats7orgld=18trefresh=1m&wvar-hostname=que-r101-sv

* Forward to performance monitor E—

a
=
o
]
c
kel
IS
=
o
5
<
Z
a5
<
I
©)

Downtimes

* Apply predefined standards Gruppen

MNetwork

Benachrichtigungen

Benutzer = Timo Wuellenweber
Benutzergruppen 2o Default Alert Group 282 Network Alert Group

Check Statistiken

checkif surb-prism.haehn-automation.de

(L

85,00 ms /0,00 s

vor im 44s  vor 1m 43s




Performance Analysis

Context specific dashboards

Automated integration of entities

Trigger through netbox tags

Credential definition

= Home > Dashboards > Firewalls > C a Ove T

un]

st col-r101-fwl « terface | ael.10_traffic_in v
v Overview col-r101-fw1

o ISP Ingress 1.000MBit/s Isp

Share

Sessions
4Mb 200K y
oo
|88 Dashboaras ‘ ok
3Mb | ‘
100K
> 2Mb |
50K
1Mb o
| o | 1000 10:30 100 T30 1200 12:30 1300 13:30
\ | s i ] Name
2 5 o | ¢ : .
10:00 MO0 1200 1300  14:00 1500 i SN SOIVE
Name * Max = Sessions max
— ael10traffic_in 1“okb 3.92Mb — Sessions uti

CPU Load
100%
80%

i 5 e 80%
40%

20%

Global protect

g 3= — = o\ N —
10:00  10:30 100 130 1200 12:30  13:00 1330 1400  14:30

= management piane 5.40%

= data plane 1.08%

=

hostname  que-ri01-sw3 v

v Interface que-r101-sw3 2

Interface stats for que-r101-sw3 2

320 Mibfs
256 Mib/s
192 Mib/s
128 Mib/s
64 Mib/s +

|
i A k. 1
0 bjs MV o b

L LY,
|

A '\‘l‘.\,\

-64 Mib/s
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

Name Meal 3 Ma

- 2.In -691Kibjs -982Kib/s -2.06 Kib/s
- 2.0ut 5.51Mibfs 1727 Mib/s 320 Mib/s

15:00  15:30

Mai
9% 3%
1% 4%

Interface Errors for que-r101-sw3 2

300 pfs
250 p/s
200 pfs
150 p/s
100 p/s

50 p/s

Opls .
16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

Name

== 2.InErrors

= 2.0utErrors
== 2.InDicards

= 2.0utDiscards
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O'REILLY"

Further Reading Building Secure &

Reliable Systems

Best Practices for Designing, Implementing
and Maintaining Systems

)
é’s 5
-

e I

-\
LN

te st . YN
Reliability Reliability
Workbook Engineering

The Si

* SRE books with Google

Heather Adkins, Betsy Beyer, — Edited by Betsy Beyer,
Paul Blankinship, Piotr Lewandowski, Niall Richard Murphy, David K. Rensin, Edited by Betsy Beyer, Chris Jones,
Ana Oprea & Adam Stubblefield Kent Kawahara & Stephen Thorne Jennifer Petoff & Niall Murphy
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Tips & Plans

My Recommendations
e Start small & with small steps
* ldentify “low hanging fruits”

Plan for the “long shot”
* E.g. no tool without API access

Built scalable

Avoid “lock Ins”
* Push open standards

Our Plans

* Automate emergency shutdown
* Integrate Aruba CX platform

* Evaluate SONIC platform

* Complete Active Directory tasks
* Improve Windows deployments

* Enable tenant separation

* Offer external customer products
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