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Who are you?

Wer von lhnen betreut einen E-Mail-Server? (auch privat)

Wer von lhnen entwickelt/wartet ein E-Mail-Software-Produkt?
(Server, Client, Gateway, ...)
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E-Mail “in a nutshel

Ill

SMTP & Submission Extensions Other Email Protocols/Standards
RFC 1425, 1651, 1869 (SMTP Service Sieve
Extensions (ESMTP) DKIM
RFC 3030 (Large messages) SPF
rEEr/ 1) G POP3 Extensions
RFC 3865 (No soliciting extension) DANE
RFC 2095, 2195 (AUTH)
RFC 3885 (Message Tracking) MTA-STS RFC 2364 (POP URLS)
RFC 4141 (Content Conversion) Internet Mail Architecture (RFC 5598) RFC 2449 (POP3 E ions, CAPA)
RFC 4405 (Responsible submitter) JMAP RFC 3206 (SYS, AUTH fes)
RFC 4406 (Sender ID) LDAP RFC 3656 (MUPDATE)
G ) PEP RFC 5034 (POP3 SASL)
RFC 4865 (Future Message Release) Autocrypt RFC 5721, 6856 (UTF-8)
RFC 4954 (Authentication) RFC 6858 (D " " )
RFC 5336, 5337, 6531
(Internationalization)
RFC 6152 (8-bit Transfer)
RFC 6710, 6758 (Message Transfer
Priorities)
RFC 6729 (Email Handling Trace)
RFC 7001 (Message Authentication
Header) Network Protocols
RFC 7672 (SMTP DANE)
RFC 8689 (Require TLS)
SMTP/Submission || POP3 | IMAP4 |
RFC 2476, 4409, 6409 (Submission)
RFC 5321 (SMTP) RFC 1939 (POP3) RFC 3501 (IMAP4Rev1)
Included
Extends Extends Extends Extends

- Ex

RFC1869 (ESMTP) (STARTTLS) (STARTTLS) RFC 2193 (Mailbox Referrals)

RFC 2920 (Pipelining) L RFC 2221 (Login Referrals)

RFC 3463 (Enhanced

Status Codes)

Category Protocol
Directly Relevant
Other Standards
Relation between

Standards

IMAP4 Extensions

RFC 1731 (Authentication)

RFC 2086, 4314 (ACL)

RFC 2087 (QUOTA)

RFC 2095, 2195 (AUTH)

RFC 2177 (IDLE)

RFC 2342 (Namespace)

RFC 2359, 4315 (VIDPLUS)

RFC 2971 (ID)

RFC 3348 (Child Mailbox)

RFC 3502 (MULTIAPPEND)

RFC 3503 (MDN)

RFC 3516 (Binary Content)

RFC 3656 (MUPDATE)

RFC 3691 (UNSELECT)

RFC 4466 (Collected Extensions)
RFC 4467 (URLAUTH)

RFC 4469 (CATENATE)

RFC 4549 (Offline Sync)

RFC 4416, 4550, 5383, 5442, 5550, 5551 (LEMONADE)
RFC 4551 (Conditional STORE)
RFC 4731 (SEARCH extension)

RFC 4959 (SASL Initial Client Response)
RFC 4978 (COMPRESS)

RFC 5032 (SEARCH WITHIN)

RFC 5902 (IMAP URLs)

RFC 5161 (ENABLE)

RFC 5162 (Quick Mailbox Resync)
RFC 5182 (Referencing last search result)
RFC 5255 (Internationalization)
RFC 5256 (SORT, THREAD)

RFC 5257 (ANNOTATE)

RFC 5258 (LIST Extensions)

RFC 5259 (CONVERT)

RFC 5267 (IMAP Contexts)

RFC 5464 (METADATA)

RFC 5465 (NOTIFY)

RFC 5466 (Named searchesffilters)

)| RFC 5524 (URLFETCH)

RFC 5530 (IMAP Response Codes)
RFC 5616 (Streaming Attachments)

| RFC 5738, 6855 (UTF-8)

RFC 5819 (LIST STATUS)

RFC 5957 (SORT Extension)

RFC 6154 (LIST special USE)

RFC 6203 (Fuzzy search)

RFC 6237, 7377 (Multimailbox SEARCH)
RFC 6851 (MOVE)

RFC 6858 (Internationalization

RFC 7162 (CONDSTORE, QRESYNC)
RFC 7888 (Non-synchronizing Literals)
RFC 7889 (APPENDLIMIT)

RFC 8437 (UNAUTHENTICATE)

RFC 8438 (STATUS=SIZE)

RFC 8440 (MYRIGHTS)

RFC 8457 (Important Keyword)

RFC 8474 (Object Identifiers)

RFC 8508 (REPLACE)

RFC 8531 (SAVEDATE)

RFC 8970 (Message Preview Generation)

IMF Extensions
RFC 5504, 7001, 7601, 8601 (Message Auth. Header)
RFC 6532 (Intenationalized Headers)

RFC 6532 (Intenationalized DSN)

RFC 6854 (Grouping From: and Sender:)

RFC 7103 (Handling Malformed Messages)

RFC 7912 (Message Authorization Headers for Drafts)
RFC 8098 (Message Disposition Notification)

RFC 9057 (Email Author Header)

Formatting

(e J

Extends

(bame]

RFC 822, 2822, 5322

RFC 2045-2049
RFC 2387

MIME Extensions (E-Mail)

RFC 2110 (MHTML)

RFC 2183 (Content-Dispostion)

RFC 2422 (application/batch-SMTP)
RFC 2464, 3676 (text/plain formatting)
RFC 3297 (Content Negotiation)

RFC 3462, 6522 (multipart/report)

RFC 9078 (Message reactions)
Extends
Uses
RFC 1847 igned &
Extends RFC 2480 (Gateways and MIME Security)

RFC 2015, 3156 (MIME Security with OpenPGP)

RFC 2110 (MHTML)
RFC 2854 (text/html)

RFC 5652 (CMS)

Numerous CMS extensions

Uses

End-to-End Encryption

Uses (Cipher updates)

RFC 5751 (S/MIME 3.2)

RFC 5750 ( ) RFC 4880 (OpenPGP)

RFC 1950 (ZLIB)
RFC 1951 (DEFLATE)




E-Mail “in a nutshel

Ill

Network Prot

23RFCs SMTP/Submission 10RFCs }
RFC 2476, 4409, 6409 (Submission)
RFC 5321 (SMTP)
Extends Extends
SMTP Extensions ‘ RFC 3207 ‘
RFC 1869 (ESMTP) (STARTTLS)
RFC 2920 (Pipelining)
RFC 3463 (Enhanced
Status Codes)
Category Protocol
" Directly Relevant | |
Standards Other Standards
Relation between

Standards

End-to-End Encryption

> 150 RFCs | ls= =

Uses

RFC 5751 (SMIME 3.2)
RFC 5750 (Certificates)

Uses

RFC 1950 (ZLIB)

> 48 Clients

| RFC 2313 (PKCS#1v15)

> 23 Servers

RFC 1951 (DEFLATE)

RFC 4880 (OpenPGP) ‘

{ 2RFCs }



Alice
(MUA)
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Bob
(MUA)




MSP

Alice
(MUA)
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MSP

Bob
(MUA)




MSP

smtp.examplel.org
(MSA)

Alice
(MUA)
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MSP

Bob
(MUA)




MSP

smtp.examplel.org
(MSA)

A

SUBMISSIPN (SMTP)

Alice
(MUA)

Bestehende E-Mail-Adresse einrichten

Bestehende E-Mail-Adresse einrichten

Richten Sie lhre derzeitige E-Mail-Adresse ein.

lhr Name:

E-Mail-Adresse:

Passwort:

lhr Benutzername:

Protokoll:
Server:
Port:

SSL:

Authentifizierung:

Benutzername:

Abbrechen

Alice

alice@example.org

V| Passwort speichern

IHREDOMANE\ihrbenutzername

POSTEINGANGS-SERVER:

IMAP v

imap.example.org

143 v
STARTTLS v
Automatisch erkennen v

alice@example.org

MSP

@
®
POSTAUSGANGS-SERVER:
SMTP
smtp.example.org v
587 v
STARTTLS v
Automatisch erkennen I>
Keine Verbindungssicherheit
STARTTLS
SSL/TLS en
Erneut testen Fertig

Bob
(MUA)
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MSP

smtp.examplel.org
(MSA)

A

SUBMISSIPN (SMTP)

Alice
(MUA)
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MSP

Bob
(MUA)




MSP MSP

smtp.examplel.org imap.example2.org
(MSA) (MDA)
A A
SUBMISSIPN (SMTP) POP3 | IMAP
A 4
Alice Bob
(MUA) (MUA)
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MSP

smtp.examplel.org
(MSA)

A

SUBMISSIPN (SMTP)

Alice
(MUA)
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MSP

imap.example2.org
(MDA)

A

POP3 [ IMAP

Bob

(MUA)




MSP

Here be dragons!

mx.examplel.org

MSP

(MTA)

T

smtp.examplel.org
(MSA)

__—_r_—_

w

SUBMISSIPN (SMTP)

Alice
(MUA)

mx.example2.org
(MTA)

l

imap.example2.org
(MDA)

_—_1_—__-
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POP3 [ IMAP

Bob
(MUA)




MSP

mx.examplel.org
(MTA)

T

smtp.examplel.org
(MSA)

A

SUBMSSION SMTP)

Alice
(MUA)

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit

MSP

mx.example2.org
(MTA)

l

imap.example2.org
(MDA)

Bob
(MUA)
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Why STARTTLS?

= SMTP, POP3, and IMAP were around before SSL/TLS

Plaintext only

SMTP (MTA-MTA) 25
Submission (MUA-MSA) 587
POP3 110
IMAP 143
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Why STARTTLS?

= SMTP, POP3, and IMAP were around before SSL/TLS

Plaintext only

Plaintext Port Implicit TLS Port

SMTP (MTA-MTA) 25 465
Submission (MUA-MSA) 587 465
POP3 110 995
IMAP 143 993
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Why STARTTLS?

= SMTP, POP3, and IMAP were around before SSL/TLS
Plaintext only

STARTTLS was added in 1998/1999

Plaintext/ Port | Implicit TLS Port

SMTP (MTA-MTA) 25 465
Submission (MUA-MSA) 587 ?
POP3 110 995
IMAP 143 993
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Why STARTTLS?

= SMTP, POP3, and IMAP were around before SSL/TLS

Plaintext onl —_
Y Opportunistic TLS
STARTTLS was added in 1998/1999 From Wikipedia, the free encyclopedia

(Redirected from Starttls)

"STARTTLS" redirects here.

Plaintext/ Port | Implicit TLS Port

SMTP (MTA-MTA) 25 465
Submission (MUA-MSA) 587 ?
POP3 110 995
IMAP 143 993
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Why STARTTLS?

= SMTP, POP3, and IMAP were around before SSL/TLS
Plaintext only

STARTTLS was added in 1998/1999

Plaintext/STARTTLS Port | Implicit TLS Port

SMTP (MTA-MTA) 25 ?
Submission (MUA-MSA) 587 465
POP3 110 995
IMAP 143 993
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MSP

mx.examplel.org
(MTA)

smtp.examplel.org
(MSA)

A

SUBMISSIPN (SMTP)

Sender
(MUA)
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220 smtp.example.org
EHLO [127.0.0.1]
250-smtp.example.orqg
250 STARTTLS
STARTTLS

220 OK

— Plaintext




S: 220 smtp.example.org
MSP

C: EHLO [127.0.0.1]

S: 250-smtp.example.org

250 STARTTLS
mx.examplel.org

(MTA) C: STARTTLS
S: 220 OK
/] ——=————————- TLS Handshake ---—----—---—-

C: EHLO [127.0.0.1]

250-smtp.example.org

smtp.examplel.org 250 AUTH PLAIN

(MSA)
C: AUTH PLAIN 0x00Alice0OxO0OPassword
4 S: 235 OK
C: MAIL FROM:<alice(@examplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<bob(@example2.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email data|
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MSP

mx.examplel.org
(MTA)

220 smtp.example.org
EHLO [127.0.0.1]
250-smtp.example.orqg
250 STARTTLS
STARTTLS

220 OK

——————————— TLS Handshake --—-—-—-—-————-

EHLO [127.0.0.1]

250-smtp.example.oxrg

smtp.exampl¢

(Ms4) Seems

easy enough!

A

SUBMISSIPN (SMTP)

Sender
(MUA)
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Q n O n O nh QO n

235 OK

MAIL FROM:<alice@examplel.org>
250 OK

RCPT TO:<bob(@example2.org>

250 OK

DATA

354 OK

|Email data|




S: 220 smtp.example.org

MSP C: EHLO [127.0.0.1]

S: 250-smtp.example.org

I — el
mx.examplel.org

(MTA)

C: EHLO [127.0.0.1]

250-smtp.example.org

smtp.examplel.org 250 AUTH PLAIN

(MSA)
C: AUTH PLAIN 0x00Alice0Ox0OOPassword
4 S: 235 OK
C: MAIL FROM:<alice(@examplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<bob(@example2.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email data|
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S: 220 smtp.example.org

MSP C: EHLO [127.0.0.1]

S: 250-smtp.example.org

I — el
mx.examplel.org

(MTA)

C: EHLO [127.0.0.1]

S: 250-smtp.example.org
smtp.examplel.org
(MSA) 250 AUTH PLAIN
C: AUTH PLAIN 0x00Alice0Ox00Password
L) S: 235 OK
C: MAIL FROM:<alice(lexamplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<boblexampleZ.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email datal

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit




S: 220 smtp.example.org
MSP

C: EHLO [127.0.0.1]

S: 250-smtp.example.org

250 STAR S
mx.examplel.org

(MTA) C: START%’!

s: 220 #%

/] ——=————————- TLS Handshake ---—----—---—-

C: EHLO [127.0.0.1]

250-smtp.example.org

smtp.examplel.org 250 AUTH PLAIN

(MSA)
C: AUTH PLAIN 0x00AliceOxOOPassword
4 S: 235 OK
C: MAIL FROM:<alice(@examplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<bob(@example2.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email data|
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MSP

mx.examplel.org
(MTA)

smtp.examplel.org
(MSA)

A

SUBMISSIPN (SMTP)

Sender
(MUA)
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Q n O n O n O n 0O

220 smtp.example.org
EHLO [127.0.0.1]
250-smtp.example.orqg
250 STARTTLS

STARTTLS

454 TLS not available

——————————— TLS Handshake --—-—-—-—-————-

EHLO [127.0.0.1]
250-smtp.example.org

250 AUTH PLAIN

AUTH PLAIN 0x00AliceOx0OPassword

235 OK

MAIL FROM:<alice@examplel.org>
250 OK

RCPT TO:<bob(@example2.org>

250 OK

DATA

354 OK

|Email data|




S: 220 smtp.example.org
MSP

C: EHLO [12/4@/0.1]

St 250—sm;(example .0rg

250 STARTTLS

mx.examplel.org

(MTA) C: STARTTLS
S: 220 OK
/] ——=————————- TLS Handshake ---—----—---—-

C: EHLO [127.0.0.1]

250-smtp.example.org

smtp.examplel.org 250 AUTH PLAIN

(MSA)
C: AUTH PLAIN 0x00AliceOxOOPassword
4 S: 235 OK
C: MAIL FROM:<alice(@examplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<bob(@example2.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email data|
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S: 220 smtp.example.org
MSP

C: EHLO [127.0.0.1]

S: 250-smtp.example.org

250-INSECURE
mx.examplel.org

(MTA) .. 250 STARTTLS

C: STARTTLS

S: 220 OK
[/ —=————————- TLS Handshake ---—---—---—-
C: EHLO [127.0.0.1]

smtp.examplel.org

(MSA) S: 250-smtp.example.org
250 AUTH PLAIN
L) C: AUTH PLAIN 0x00AliceOx0OPassword
S: 235
SUBMISSIPN (SMTP) C: MAIL FROM:<alice(@examplel.org>

S: 250
C: RCPT TO:<bob(@example2.org>

Sender g. 250

(MUA) C: DATA
S: 354
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S: 220 smtp.example.org

MSP C: EHLO [127.0.0.1]
S: 250-smtp.example.org
.. 250 STARTTLS
mx.examplel.org
(MTA) C: STARTTL&
S: 220
/] —————————— TLS Handshake -—-—-—-———---—-

C: EHLO [127.0.0.1]

250-smtp.example.org

smtp.examplel.org 250 AUTH PLAIN

(MSA)
C: AUTH PLAIN 0x00AliceOxOOPassword
4 S: 235 OK
C: MAIL FROM:<alice(@examplel.org>
SUBMISSIPN (SMTP) S: 250 OK
C: RCPT TO:<bob(@example2.org>
S: 250 OK
Sender C: DATA
(MUA) S: 354 OK
C: |Email data|
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S: 220 smtp.example.org

MSP C: EHLO [127.0.0.1]

S: 250-smtp.example.org

250 STARTTLS
mx.examplel.org

(MTA) C: STARTTLS

S: 220 OK

235 INSECURE

[/ —=————————- TLS Handshake ---—---—---—-
C: EHLO [127.0.0.1]

smtp.examplel.org

(MSA) S: 250-smtp.example.org
250 AUTH PLAIN
L) C: AUTH PLAIN 0x00AliceOxOOPassword
S: 235
SUBMISSIPN (SMTP) C: MAIL FROM:<alice(@examplel.org>

S: 250
C: RCPT TO:<bob(@example2.org>

Sender g. 250

(MUA) C: DATA
S: 354
C: |Email data|



IMAP

S: * OK [CAPABILITY IMAP4REV1 AUTH=LOGIN] = Greeting
C: A CAPAB}LITY
S:  CAPABILITY IMAP4REV1 AUTH=LOGIN
S: A OK
Tag Command

Untagged|Response

Tagged Response
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STARTTLS

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS — Plaintext <
S: A OK
/] ——————————- TLS Handshake ------—-———-

C: B CAPABILITY

 Encrypted

S: * CAPABILITY IMAP4REV

B OK .

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS

y g N

ILTITY IMAP4REVI STARTTLS]
LS >~ Plaintext

s: » o¥ [C

/] ——————————- TLS Handshake ------—-———-

C: B CAPABILITY

 Encrypted

S: * CAPABILITY IMAP4REV

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS

L 4 /&

ILITY IMAP4REV1 STARTTLS]

L 4

LS Plaintext

s: » o¥ [C

/; _______ Still easy?

C: B CAPABILITY

 Encrypted

S: * CAPABILITY IMAP4REV

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



usenix
.' THE ADVANCED
COMPUTING SYSTEMS

ASSOCIATION

Why TLS is better without STARTTLS:
A Security Analysis of STARTTLS in the Email Context

Damian Poddebniak and Fabian Ising, Miinster University of Applied Sciences;
Hanno Bock, Independent Researcher; Sebastian Schinzel, Minster University
of Applied Sciences

https://www.usenix.org/conference/usenixsecurity21/presentation/poddebniak



Research Questions

Are modern clients
opportunistic?

What is retained from
the plaintext phase?

: ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit

i

What data is sent in
plaintext?

What happens in
error cases?




Methodology

: ATHENE Nationales Forschungszentrum fiir angewandte Cybersicherheit



Testing Approach

Client Testing

Server Testing /
Scanning

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit

Client #N

Client #N

Server #N

Server #N




How to create a STARTTLS test corpus?

Test corpus
Literature review

Protocol analysis

—

Generalization of
problems

ATHENE Nationales Forschungszentrum fir angewandte Cybersicherheit



Attack Classes

Test corpus * Negotiation
* Session Fixation
))) * Tampering
* Ul Spoofing
e Buffering

== ATHENE Nationales Forschungszentrum fiir angewandte Cybersicherheit



Attacks

Negotiation

<= ATHENE Nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / STRIPPING #1

S: * OK [CAPABILITY IMAPAREV] ke
S o v e e o)
e —————
*
C: B CAPABILITY
S: * CAPABILITY IMAPA4REV

B OK
C: C LOGIN alice password

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit




STARTTLS / Attacks

NEGOTIATION / STRIPPING #1

S: * OK [CAPABILITY IMAP4REV]

C: C LOGIN alice

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / STRIPPING #2

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

S: [ e

)/ —————————— TLS Handshake —-—-————————-—-
C: B CAPABILITY

S: * CAPABILITY IMAP4REV

B OK
C: C LOGIN alice password

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / STRIPPING #2

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
S: A =asm NO

e —— e e e —
C: B CAPABILITY
S: * CAPABILITY IMAP4REV
B OK
C: C LOGIN alice password

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / STRIPPING #2

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
S: A NO

C: C LOGIN alice

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / PREAUTH

S: * == [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

A OK
)/ —————————— TLS Handshake —-—-————————-—-
C: B CAPABILITY
CAPABILITY IMAPA4REV

OK
C: C LOGIN alice password

n
W *

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks I

NEGOTIATION / PREAUTH  eeeeeeeeeecesieeciei

| (1)

S: * =esm PREAUTH [CAPABILITY IMAP4REV1

C: A STARTTLS
Violates the IMAP specification
S: A OK

[/ —————————— TLS Handshake --—-——---—-
C: B CAPABILITY
S: * CAPABILITY IMAP4REV
B OK
C: C LOGIN alice password

close the cop
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STARTTLS / Attacks I

NEGOTIATION / PREAUTH  eeeeeeeeeeeiieeee,

| |
| |
| |
| | ++
| | | |
C: B CAPABILITY H H (7) U (5) H (6)
S: * CAPABILITY IMAP4AREV || | | e + ||
| | || |Selected |==++
T il e '
5 OK I i 1@
C: C LOGIN alice password & v vV
Logout
| |
\/

close the cop
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STARTTLS / Attacks I
NEGOTIATION / PREAUTH  =====e- Servergreetlng """"""
TR RO
S: * =am PREAUTH [CAPARILITY IMAP4AREVI \/ { H
| | |
| ||
| | |
| |
||
++ | |
|| |l | |
[ || [Lzy: 4=y 1l ey |
|| || \/ |l ||
[ || || #eeeee--- + || | |
| | || |Selected |==++ ||
‘ || || #eeeee--- + ||
| || [l (7) ||
C: C LOGIN alice password € LA T ae
Logout
|
\/

close the cop

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

NEGOTIATION / PREAUTH

S: * =esm PREAUTH [CAPABILITY IMAP4REV1

C: C SELECT INBOX

o
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close the cop




STARTTLS / Attacks ' I

NEGOTIATION / PREAUTH  eeeeeeeeeecesieeciei

/) A DA R MA D/ADR

OK [CAPABILITY IMAP4REV1 STARTTLS]
STARTTLS

TLS Handsha@ ————————

CAPABILITY
CAPABILITY IMAP4REV
OK

LOGIN alice |E

attacker.example.org

close the cop
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Negotiation Buffering Tampering Ul Spoofing

=5 = = -5

t g 3 E P 3 Ep i BB o3
Client 7 -9 E 7 2 E 7 - E 7 =S E
Android (Google Play)
Gmail (8.5.6.199637500) v v [ I
Gmail Go (8.5.6.197464524) v o
Samsung Email (6.1.12.1) v v [ J8
K-9 Mail (5.710)
LineageOS email (9)
Apple iOS (App Store)
iOS Mail (iOS 13.5.1) v v o,
Gmail (6.0.200614) )
Edison Mail (1.20.8) rLS
Windows
Outlook (16.0.13001.20338) TLS
Apple macOS 1 5 2 8
Mail (3608.80.23.2.2)
Linux (tested on NixOS)
Balsa (2.5.9-1) Oc!
Evolution (3.34.4)
Geary (3.34.2) %
KMail (19.12.3) [ I v
Cross-platform (tested on NixOS)
Thunderbird (68.7.0) v Ong'  On,
Trojita (0.7.20190618) %]
Claws (3.17.4)
Sylpheed (3.7.0) v v [ I
Alpine (2.21) v v ONp Ng
Mutt (1.13.3) v v [ JY8
NeoMutt (20200417) v v [ I8
OfflineIMAP (7.3.2) o @ oy’
Cloud Mail (Android & iOS)
Outlook I'LS
Yandex.Mail
GMX Mail Collector (%] [ A on
Mail.ru o (%] TLS
myMail o 1%} TLS
Email App for Gmail [ A 1%} TLS




Attacks

Session Fixation
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STARTTLS / Attacks

Logged in as:
SESSION FIXATION Attacker
IMAP server
S: * OK [CAPABILITY IMAP4REV1 STARTTLS] _
C: A LOGIN attacker pa$sSwlOrd
S: A OK
C: A STARTTLS TLS
S: A OK
/] ——————————= TLS Handshake —-————---—-——- TL
C:

Alice
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STARTTLS / Attacks

Logged in as:

SESSION FIXATION Attacker
IMAP server

S: * OK [CAPABILITY IMAP4REV1 STARTTLS] _

C: A LOGIN attacker pa$sSwlOrd

S: A OK

C: A STARTTLS

S: A OK

[/ —————————— TLS Handshake —-—-———————-—- TLS

C: A LOGIN alice password

S: A NO already logged in as “Attacker”

Alice
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Session

Fixation

£ 2 g

Product c% 2 E

Citadel (929) O o o

Courier (1.0.14) v O
Exchange (2016)

Gordano GMS'“(20.06) A T

IceWarp (Deep Castle 2) © Vv

O o o

0 v v

O O

v [ D) v

%) 1%

[ )] 1% (%)

PO X (D.0.4 %) %]

Qmail Toaster (1.4.1) - O O

Qmail Toaster (1.03-3.3.1) g O

Sendmail (8.16.1) - g o

spamdyke (5.0.1) g O

s/qmail (4.0.7) g o

Cyrus IMAP (3.2.2) g © v

Dovecot (2.3.10.1) g ©

Mercury/32 (4.80.149) g ©

ATHENE nationales Forschungszentrum fir

— Unknown / Untested
Historic vulnerability (fixed)
@ Protocol not available

No vulnerability found
© No working exploit
® New vulnerability




Attack Class

Tampering
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STARTTLS / Attacks

TAMPERING / FETCH

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS
S: A OK
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STARTTLS / Attacks

TAMPERING / FETCH

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

* 42 FETCH (BODY[] "From: Attacker\n\nHello, ...")
C: A STARTTLS
S: A OK
/] ——————————- TLS Handshake -—-—---------
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STARTTLS / Attacks

TAMPERING / LIST

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

* LIST () “Attacker-Controlled Folder”

C: A STARTTLS
V - L ]
S: A OK £2 starttls@fh-muenster.de

Y > £ Inbox

C: ... @ Drafts
<] Sent

@[ Trash

[ Attacker-Controlled Folder
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Negotiation

Buffering

Tampering

UI Spoofing

SMTP
POP3

Client

IMAP

SMTP

POP3

IMAP

SMTP

B
<

POP3
IM

SMTP

POP3

-

IMA

Android (Google Play)

Gmail (8.5.6.199637500)
Gmail Go (8.5.6.197464524)
Samsung Email (6.1.12.1)
K-9 Mail (5.710)

LineageOS email (9)

L

o

Apple iOS (App Store)

10S Mail (i0S 13.5.1)
Gmail (6.0.200614)
Edison Mail (1.20.8)

oy,

TLS

TLS

Windows

Outlook (16.0.13001.20338)

Apple macOS

Mail (3608.80.23.2.2)

Linux (tested on NixOS)

Balsa (2.5.9-1)

Evolution (3.34.4)

Geary (3.34.2)

KMail (19.12.3) oy’

5/28

TLS

Oc
OTM

Cross-platform (tested on NixOS)

Thunderbird (68.7.0) Ong!
Trojita (0.7.20190618) %]
Claws (3.17.4)

Sylpheed (3.7.0)

Alpine (2.21)

Mutt (1.13.3)

NeoMutt (20200417)

OfflineIMAP (7.3.2) 1%,

[ J8

.Np Nr

OTM
O1y,

‘)Tu €

Cloud Mail (Android & iOS)

Outlook TLS
Yandex.Mail @
GMX Mail Collector @ [ J
Mail.ru [ JWA )
myMail [ I

Email App for Gmail [ A

L
TLS
TLS
TLS




Attacks
Ul Spoofing
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Ul Spoofing

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
* [ALERT] Please download [...]

C: A 3 |MAP SERVER ALERT

S: A
4
alice@example.org DO

/] =" oT.: 1

@This message was sent with High importance.

LiJd
e
[}

Your IMAP server wants to alert you to the following:
Please download Microsoft's hittps://attacker.com/quickfix.exe.
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Client

Negotiation Buffering Tampering

Ul Spoofing

SMTP
POP3

IMAP
SMTP
POP3

IMAP
SMTP
POP3

IMAP

SMTP

POP3

o~

IMA

Android (Google Play)

Gmail (8.5.6.199637500)
Gmail Go (8.5.6.197464524)
Samsung Email (6.1.12.1)
K-9 Mail (5.710)
LineageOS email (9)

L
L
L

OUE

Apple iOS (App Store)

10S Mail (iOS 13.5.1)
Gmail (6.0.200614)
Edison Mail (1.20.8)

[ J'8

TLS TLS

TLS

Windows

Outlook (16.0.13001.20338)

TLS

Apple macOS

OUE

TLS

plld Vg

Mail (3608.80.23.2.2)

Linux (tested on NixOS)

11/28

Balsa (2.5.9-1)
Evolution (3.34.4)
Geary (3.34.2)
KMail (19.12.3)

oy’

OUB

Ou,
OUA

Cross-platform (tested on NixOS)

Thunderbird (68.7.0)
Trojita (0.7.20190618)
Claws (3.17.4)
Sylpheed (3.7.0)
Alpine (2.21)

Mutt (1.13.3)
NeoMutt (20200417)
OfflincIMAP (7.3.2)

Ong!

oN, Oy,
) © Ty

ON, N Oy

NN SN

RO000 N A<
SESES

OU‘
OU‘
OUA
OUA
Ouy,

Cloud Mail (Android & iOS)

Outlook
Yandex.Mail

GMX Mail Collector
Mail.ru

myMail

Email App for Gmail

on
TLS
TLS
TLS

TLS

TLS
TLS
TLS




Attacks
Buffering
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS

e
O

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

A STARTTLS

C: A STARTTLS

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
S: A OK

A STARTTLS
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

S: A OK
/] ——————————- TLS Handshake -—-—---------

C: B LOGIN alice password
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

S: A OK

[/ —————————— TLS Handshake --—-——-——--—-
C: B LOGIN alice password

S: B OK —
%)

B LOGIN ...
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS
. B INVALID

e
O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
A STARTTLS

C: A STARTTLS B INVALID
B INVALID

~L N\
<O
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV]1 STARTTLS]
C: A STARTTLS

B INVALID
S: A OK

A STARTTLS

B INVALID
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV]1 STARTTLS]
C: A STARTTLS

B INVALID
S: A OK

B INVALID
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
B INVALID
C: A STARTTLS
B INVALID
S: A OK
/] ——————————- TLS Handshake -—-—---------
C: B LOGIN alice password j%g
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
B INVALID
C: A STARTTLS —
B INVALID
S: A OK
/] ——————————- TLS Handshake -—-—---------
C: B LOGIN alice password j%g
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
B INVALID

C: A STARTTLS e —

B INVALID

A OK
/] ——————————- TLS Handshake -—-—---------
C: B LOGIN alice password —_
S: B BAD invalid command % E ‘;
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV]1 STARTTLS]
C: A STARTTLS
B INVALID
A OK
[/ —————————— TLS Handshake --—-——-——--—-
~LN
C: B LOGIN alice password % O

S: B BAD invalid command
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

Server (Receive Buffer)

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

A OK
/] ——————————- TLS Handshake -—-—---------
C: B INVALID s
C: B LOGIN alice password % O

S: B BAD invalid command
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Hosting (valid) HTTPS via IMAP

Adventures in Exploiting
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

HTTPS server

TLS

Alice
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION
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IMAP server

HTTPS server

TLS

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

ATHENE nNationales Forschungszentrum fir angewandte Cybersicherheit

IMAP server

HTTPS server

TLS

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

IMAP server HTTPS server

=S

Alice
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STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

ATHENE nNationales Forschungszentrum fir angewandte Cybersicherheit

IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

ATHENE nNationales Forschungszentrum fir angewandte Cybersicherheit

IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS

ATHENE nNationales Forschungszentrum fir angewandte Cybersicherheit

IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
// UID FETCH 1337
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
.. // UID FETCH 1337
S: A OK
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
.. // UID FETCH 1337
S: A OK
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
.. // UID FETCH 1337
S: A OK
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
.. // UID FETCH 1337
S: A OK
)/ —————————— TLS Handshake ----—-—-----—-
C: GET / HTTP/1.1
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPABRILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
HTTP/1.1200 NOOP
ignore—-header: LOGIN attacker password
ignore—-header: SELECT INBOX
.. // UID FETCH 1337
S: A OK
)/ —————————— TLS Handshake ----—-—-----—-
C: GET / HTTP/1.1
S: HTTP/1.1200 OK
ignore-header: OK
ignore-header: OK

<b>I could host a phishing website here.</b>
// OK
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IMAP server

HTTPS server

Alice




STARTTLS / Attacks

BUFFERING / COMMAND INJECTION

S: * OK [CAPARTT.TTY TMAPAREVI1 STARTTT.SI

IMAP server HTTPS server

Problem loading page - Mozilla Firefox LI

Problem loading page X | +

€ ce © & npsi/imap [ ~ 9% 8

I could host a phishing website here.

— g — — e —_—

ignore-header: OK Alice

<b>I could host a phishing website here.</b>
// OK
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Command Session Negotiation Buffering Tampering UI Spoofing
Injection Fixation
% E £ % E £ % E 2 z E B 3
& g: % ﬁ g: : Client 7 -4 = 7 -4 z 7 z 7 -4 z
= & S s O S Android (Google Play)
Product - 7 -
- o Gmail (8.5.6.199637500) [ J8
. Gmail Go (8.5.6.197464524) oy
Cltaqel <) - ot e € e ' Samsung Email (6.1.12.1) .N_:
Courier (1.0.14) @ L)) K-9 Mail (5.710) Oug
Exchange (2016) LineageOS email (9)
Gordano GMS'”(20.06) e o - e Apple iOS (App Store)
IceWarp (Deep Castle 2) (D) iOS Mail (i0S 13.5.1) o Os, ©Op, Op
2 5 Gmail (6.0.200614) O & O3
IPSWItCh IMail (12.5.8) ©C o o Edison Mail (1.20.8) ILS o,,ﬁ TLS ILS TLS
Kerio Connect (9.2.12) Wind
MailEnable (10.30) © e
: 3 0.13001.2033  TLS .
MailMarshal'>(10.0.1.203) Outlook (16.0.13001.20338) ILS LS O, ILS Ove TLS  Ouyus
MDaemon (20.0.3) 0O O© Apple macOS
SmarterMail (100.0.7503) @ Mail (3608.80.23.2.2) Op, O,  Op
Zimbra (8.8.15) ') Linux (tested on NixOS)
Exim (4.94#2) 107) %) %) (%] Balsa (2.5.9-1) Oc! Oc Ouvg  Ou,
netgmail (1.06') o o © o o g‘;‘;:‘;“(‘;"}?f)“"" 5 O o1y, Ou,
Postfix (3.5.4) g o g o KMail (19.12.3) oy’ Os, O,
Qmail Toaster (1.4.1) & 1%} 1%} - %) ) Cross-platform (tested on NixOS)
Qmall Tioaster (103-331) (%) (%) (%) %] Thunderbird (68.7.0) Ong' oy, Os, o1, Ou,
Sendmail (8.16.1) g o - 9 o Trojita (0.7.20190618) % Oy 01y Ou,
Claws (3.17.4) Op, ©Op, O©Op, Oy,
spam(!yke (5.0.1) g o o o Sylpheed (3.7.0) o on  ©n Ou
s/qmail (4.0.7) ® O O g o Alpine (2.21) O, Ny O1,.C Oug Ou,
Cyrus IMAP (3.2.2) % g © xmr\;].l:?%)moun :Nl' 3"1\’ g”k gnn 8uf,-
coMutt (202 N, B B B U,
Dovecot (2.3.10.1) ® I ) OfflineIMAP (7.3.2) .N:‘ O Ony R Ou
Mercury/32 (4.80.149) e o o g © Cloud Mail (Android & iOS)
Outlook TLS ILS ILS
wgie Yandex.Mail P) x 0 ) TLS
— Unknown / Untested No vulnerability found GMX Mail Collector > o o o .
Historic vulnerability (fixed) @ No working exploit Mail.ru Oy TLS Os, TLS TLS
; i myMail oy TLS Os TLS TLS
@ Protocol not available @ New vulnerability Email App for Gmail .N: e OB: s g




Command Session Negotiation Buffering Tampering UI Spoofing
Injection Fixation = o = = o A &, 2 = . 2
— - - < o & 5 = - s
= o % = o A Client 7 £ Z g £ Z g £ 2 g £ =2
> o o Android (Google Play)
Product A E c% & E e
Gmail (8.5.6.199637500) [ J'8
. Samsung Email (6.1.12.1) [ J
Courier (1.0.14) v @ ( [ D) K-9 Mail (5.710) Oug
Exchange (2016) LineageOS email (9)
Gordano GMS '“(20.06) NN TN ) - = Apple iOS (App Store)
IceWarp (Deep Castle 2) [ D) 10S Mail (i0S 13.5.1) [ J'A Op, ©Op, ©Opg
. . Gmail (6.0.200614) O3 & O3
IPSWItCh ati(ioe) v e @ Edison Mail (1.20.8) I'LS (),,ﬁ TLS I'LS LS
Kerio Connect (9.2.12) Wind
2 maow:
MailEnable (10.30) () i
: 3 Outlook (16.0.13001.20338 LS : S .
MailMarshal | >(10.0.1.203) utlook (16.0.13001 ) ILS LS O, ILS Ove TLS  Ou,us
MDaemon (20.0.3) =
SmarterMail (100.0.7503) © + @ 8 2 3 0.23.2.2 Os; Ose Oy
Zimbra (8.8.15) d on NixOS)
Exim (4.94#2) g O : 1) Oc! Oc Ovg Ou,
netgmail (1.06'%) g o © 9 O E‘L‘;'r‘;"(‘i";ﬂf 53)4'4) O O i o
Postfix (3.5.4) g o g o KMail (19.12.3) oy’ Os, O,
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Internet Scanning
Command Injection
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Internet Scanning

Standard scanning best practices:

=) R

=®

Abuse Mails

Blocklist
(oo
o
0 —
o — .
e L Website
Identification

ATHENE nationales Forschungszentrum fiir angewandte Cybersicherheit



Challenges of Mail Server Scanning

MTAs won’t talk to everyone

0, —
Email specific SMTP server
Blocklists

71\
[ 1ol

o =)
N2/ _'é[
DNS Config Email Specific
. MX ,

. PIR Allowlists
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IPv4 Internet Scanning

How many servers are still vulnerable to the command injection (2011)?

Protocol (Port) Scanned Vulnerable Ratio
SMTP (25) 5,521,868 97,697 1.8%
SMTP (587) 4,200,995 58,793 1.4%
SMTP (per IPv4) 1.218: 2179 111,599 1.5%
POP3 (110) 4,285,730 110,882 2.6%
IMAP (143) 4,165,826 908.773  2.4%
Total 115,729,835 321,254 [2.0%]|
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Countermeasures
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Mitigation

X

Disable STARTTLS
O
</
l Fix Buffering Streamline Negotiation
Isolate the Issues

Plaintext Phase
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Tales from Disclosure
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Command Session

Negotiation Buffering Tampering Ul Spoofing Injection Fixation

[ -9 & -9 & A o d A

s £ g s £ Z S £ 2 S £ Z O & o &
Client % - z 7 A = 7 £ = % & = = % ;. = 3 ;
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o p p PO o p

Cloud Mail (Android & iOS)

e - T s an Ll b ] =-r L

Outlook
Yandex.Mail
GMX Mail Colleg
Mail.ru
myMail

Email App for Gni

© T:

2 aw

)

© 1'd like to report a security vulnerability, but don't know how.;_
o #385 by duesee was closed on 17 Jun 2020

PeIng wiurn uic

e Sensitive data, e.g., emails or credentials, are exposed.  Bg

TLS  Only implicit TLS configurable.
% Not available.

U CHITHTU ST, YR

Response Injection
Ty Tampering

IMAP (143) 4,165,826 98.773

Uy IMAP Alerts
Ug  Error Messages
C Crash

Total 15,729,835 321,254




Lessons Learned

= No Client was meant to be opportunistic

= Developers were usually aware of the Command Injection in SMTP
But not necessarily in POP3 and IMAP

= Contacting developers/admins is still hard (Add a security.txt please!)
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Disclosure of Scan Results

= Communicating scan results to affected admins is hard

= Even if you contact them, what do you tell them?
Cannot always tell which server they use from scans

Patches are not always available

= Thanks to the BSI CERT
Handled communication with server admins in Germany

Contacted national certs
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Tales from Disclosure (MSPs)

One paid a bounty but never fixed the issue

One silently fixed all issues (and stopped answering our emails)

= One argued that STARTTLS is meant to be opportunistic

= Some never respond/have no way to contact them
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Tales from Disclosure (Emails

" You get a lot of “fun” emails:

Fwd: [DFN-CERT#2020-1068802341] Suspicious SMTP connections from | KEGczNG

Re: Fwd: [DFN-CERT#2020-1068802341] Spam-Anfrage

Re: Fwd: [DFN-CERT#2020-1068802341] Spam-Anfrage

Re: Fwd: [DFN-CERT#2020-1068802341] Spam-Anfrage

Fwd: [DFN-CERT#2020-1068802341] Spam-Anfrage

Fwd: [DFN-CERT#2020-1068802341] Abuse report fh-muenster.de

Fwd: [DFN-CERT#2020-1068802341] Abuse Message [AbuselD:7131A5:24]: NetscaninLevel: Netscan detected from [ KGN

Fwd: [DFN-CERT#2020-1068802341] Abuse Message [AbuselD:7131A5:24]: NetscanlnLevel: Netscan detected from [ N NENEGGIGGcGB

Fwd: [DFN-CERT#2020-1068802341] Abuse Message [AbuselD:712DB6:1C]: NetscanInLevel: Netscan detected from [ D

Fwd: [DFN-CERT#2020-1068802341] Abuse Message [AbuselD:70FEBE:1D]: NetscaninLevel: Netscan detected from [ EGczzGB

Fwd: [DFN-CERT#2020-1068802341] [July 24][TCP probes]IP addresses of suspected botnet computers listed inside, please notify the vic [...]
Fwd: [DFN-CERT#2020-1068802341] [July 20][TCP probes]IP addresses of suspected botnet computers listed inside, please notify the vic [...]
Fwd: [DFN-CERT#2020-1068802341] [July 18][TCP probes]IP addresses of suspected botnet computers listed inside, please notify the vic [...]
Fwd: [DFN-CERT#2020-1068802341] [July 16][TCP probes]IP addresses of suspected botnet computers listed inside, please notify the vic [...]
Fwd: [DFN-CERT#2020-1041031699] Your server BB has been registered as an attack source

Fwd: [DFN-CERT#2020-1029541483] Your server NI h2s been registered as an attack source

Fwd: [DFN-CERT#2020-1026933908] Your server I has been registered as an attack source

Fwd: [DFN-CERT#2020-1026933908] Your server I has been registered as an attack source

Fwd: [DFN-CERT#2020-1026933908] Abuse Message [AbuselD:7072C4:20]: NetscanlnLevel: Netscan detected from | N R R

Fwd: [DFN-CERT#2020-1026933908] Abuse Message [AbuselD:7072C4:20]: NetscaninLevel: Netscan detected from | N

Fwd: [DFN-CERT#2020-1026933908] Abuse Message [AbuselD:6FAE1A:20]: NetscaninLevel: Netscan detected from R

Fwd: [DFN-CERT#2020-1026933908] Abuse Message [AbuselD:6F801B:1D]: NetscaninLevel: Netscan detected from T N

Fwd: [DFN-CERT#2020-1026933908] [VI#20200701000000444777] Abuse-report [ KEGcNcNzNzGEG

Fwd: [DFN-CERT#2020-1026933908] [ GGG | | orobe/scan/virus/trojan | RN (N | .|
Fw: [DFN-CERT#2021-1068211647] IMAP attack by | Log times in -5 UTC

Fortinet Antispam Service Notification
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@ Updated by Bogisich Gaston about 1 year ago

Damian Poddebniak wrote:
As this issue has not been assigned for over 8 months, I wondered if this is recognized as a security issue?
I am also facing exact same issue. Is your issue resloved? any recommendation how to solve this issue.?

https://www.m

@ Updated by john bond 7 months ago

Interestin
their web:

Updated by replica watches about 1 month ago

https://www.bestwatch{

https://. Sohne-Replica-Watches.h{

httpSZ//’ https://www.hotwatchs
https://www.bestwatch{

httpS://* /Arnold-Son-a-hot.html

https://www.bestwatch{
Replica.html & https://w:
replica.html & https://ww
https://www.allshopwat
https://www.bestwatchi
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Attack in the wild

Created 2 years ago by @

Enable TLS by default

ssl force_tls is still Default: no:

It's 2019, we should change the default to "yes".

A previous ticket requested $ssl_force_tls to default "yes".ll tried that out in release 1.1 3.0| However, it quickly resulted in a ticket

Ireporting E broken—conﬁgurationl

In the end Is a power-user's MUA with a long history. | decided it was more important to respect existing users and not break their
choices and configuration. It's possible | may try re-enabling it again in the future, but probably not for a few more years.
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' Damian Poddebniak @duesee - 1 year ago Author (&) (O 2 ¢
Oh, you mean #135 (closed)?

Looks for me that the user reporting this problem was under an active MitM STARTTLS stripping
attempt (Researchers reported Gateways X-ing out STARTTLS.")

Edjt: I had a look at the trace in #210 (closed) and it really looks like active STARTTLS strippingjnd

not a broken configuration. (Could be from an internal network, but still, someone was meddling
with a user connection.) Not sure if the user was aware of that.

s D) KRRk 3k koK ko ko ok ok ok ok >k ko Sk Sk ok ko ke ok ok ke ko Sk ok ok ke e Sk ok ko ke Sk ok K ko ke ko ok ko sk Sk k ok ok sk sk sk ok ok ok sk ok ok okok sk k ok ok

S

C: EHLO localhost.localdomain

S: 250-mail.relay.host.name.com Hello localhost.localdomain ([10.10.100.5]), ple
S: 250-XXXA

S: 250-DSN

S: 250-SIZE 163840000

S: 250 PIPELINING

C: STARTTLS

.
(1E ] C O () K ! ] Cl) | o (1 _ DV __AAAAAAAA

S: 500 Syntax error, command "XXXXXXXX" unrecognized
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Positive Examples (non-exhaustive)

= Most Open-source developers

= 1&1 Mail & Media GmbH (GMX, Web.de, ...)
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Open-source Projects

‘;_: Kevin ). McCarthy @kevin8t8 - 1 year ago Maintainer (&) (O
o |

Thanks for the ticket. I will commit a patch to stable within the next couple hours and try to get a release out later today.

Jan Kundrat 2020-06-25 08:22:54 UTC Comment 1

Doh, right. There's a FIXME in the code for this. It has remained unchanged since commit 0083eea5ed, "Untested attempt at sending mails via
SMTP". That's May 2009 (.

JanKun ©

Patch
Dami:

Comment 5 + 2 years ago « Edited

| installed mkcert using the "linuxbrew" method and made the certificate and key file for localhost, 127.0.0.1 and ::1. Then built your server using
"cargo build" | then run the server like this:

response-injection-release]$ target/debug/response-injection ~/.linuxbrew/localhost+2.pem ~/.linuxbrew/localhost+2-ke
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Fixes In RFC9051 — IMAP4Rev?2

command (Section 6.2.1). For this reason, the PREAUTH response
SHOULD only be returned by servers on connections that are protected
by TLS (such as on an Implicit TLS port [RFC8314]) or protected

through other means such as IPsec. C(lients that reauire mandatorv
TLS MUST clo Mmessage. Content of ALERT response codes received on a connection

a non-protec Without TLS or SASL security-layer confidentiality SHOULD be
T ignored by clients. If displayed, such alerts MUST be clearly

marked as potentially suspicious. (Note that some existing
clients are known server implementations incorrectly implemented STARTTLS processing

dangerous.) Aler:and are known to contain STARTTLS plaintext command injection

TLS/SASL confiden: Vulnerability [CERT-555316]. 1In order to avoid this vulnerability,

e Sexrver implementations MUST do one of the following if any data is
received in the same TCP buffer after the CRLF that starts the
STARTTLS command:

1. Extra data from the TCP buffer is interpreted as the beginning of
the TLS handshake. (If the data is in cleartext, this will
result in the TLS handshake failing.)

2. Extra data from the TCP buffer is thrown away.
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Conclusion
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Conclusion
|

L X o 6008
¥ N -y

STARTTLS extends the attack surface STARTTLS issues are widespread Cross-Protocol Attacks
are possible
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Conclusion

L X o
Y N

STARTTLS extends the attack surface
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TLS is better without STARTTLS

Cross-Protocol Attacks
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Kurs ,,Absicherung der E-Mail-Kommunikation”

o =y
Wie laufen moderne Cyberangriffe ab und welche Rolle spielt https://www.cybersicherhe

dabei E-Mail-Sicherheit? it.fraunhofer.de/sichere-
' email-kommunikation

Ist E-Mail-Sicherheit eigentlich mehr als Phishing-Awareness?

Was sind SPF, DKIM, DMARGC, ... und wie setze ich sie ein?

http://www.sit4.me/infodienst

Lernlabor
B Cybersicherheit

Ende-zu-Ende-Verschlisselung von E-Mails in Unternehmen
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SIT

Why TLS is better without STARTTLS:

A Security Analysis of STARTTLS in the Email Context

Fabian Ising!, Damian Poddebniak?, Hanno Bock?, Sebastian Schinzell3

! Fraunhofer SIT | ATHENE Nationales Forschungszentrum fiir angewandte Cybersicherheit \

2 Independent Researcher ‘)
3 FH Munster



https://nostarttls.secvuln.info/

