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Intro + TOC @

zeroBS

Mirai Mirai on The Wall

Uberblick tiber das aktuell populérste loT-Botnetz
Abwehrfahigkeit messen
kurze Einfuhrung in den DDoS Resiliency Score (DRS)

Tools der Verteidiger

Feuer Freij
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Mirai @

zeroBS

Betreiber: etablierte Gangs, weltweit

Motivation/Businessmodell: DDoS, Bitcoins

Erpressung

DDoS as a Service
GrofRe: 20.000 - 50.000 Bots
Licke(n):

loT, Kameras, DSL-Router

Hardcoded Passwords, alle Services als root,
Updates ... welche updates?
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Mirai @

zeroBS

DDoS:

alle Varianten Volumenangriffe sehr effektiv
Layer 7 (HTTP, DNS)

Uberwinden von DDoS-Schutzservices moglich

Command & Control: IRC, Pong-Receiver
Bots: ELF-basierte Linux-Malware

Preise: 275/Tag
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Botnetz-Infektion Workflow @

zeroBS

= Mirai, ElasticZombie ®.
()
1. Scan @
',cmh:j > CacamgTEs
2. Exploit + Bot a "“ﬁe
o =
3. Bot aktivieren 9@ (®
OO B
4. C&C - Comms |  —@—
5. Ziel angreifen &
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Botnetz - Kaufen

zeroBS

HOME SALES MESSAGES ORDERS

LISTINGS

BALANCE

AUD 16289

FEEDBACK FORUMS API SUPPORT

~ Services Other

&8 LISTING OPTIONS
Contact Seller
Favorite Listing
Favorite Seller

Alart when restock

Report Listing

() BROWSE CATEGORIES
Fraud
Drugs & Chemicals
Guides & Tutorials
Counterfeit Hems
Digital Products

Jewels & Gold

Other DDOS ATTACK with my Botnet: 24 hours ddos on your ... &

39518

213029

13504

7950

156839

1618

DDOS ATTACK with my Botnet:
24 hours ddos on your website
target (100% SATISFACTION)

DOOS ATTACK: | will point myy botnet on your website
tarnget DURING 24 HOURS. ¥ your target is DDOS
protecied by Cloudfiare, Incapsula, Akami or any other kind
of protection, please order my offer twice. No Guarantee of
downtime as the target can mitigate the attack in some
ways but | will 3o my best 10 provide the manimum
downtime possible during these 24 howrs. PLEASE
CHECK FEEDBACK 100% SAT.

Sold nE amela?s - 340 sold since Aug 18, 2016 m

Foature Foature

Product class Digial Origin country Worikda
Quantity left UnlimitShips to Worlkda
Ends In Nover Payment Escrow
Default - 1 days - USD +0.00 / ilem ;]

Purchase price: USD 27.77
Qty: 1 @ Buy Now
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Botnetz - Kaufen

zeroBS
amelia75 | User Profile
Description Buds Foodback Refund Policy
H\ View Store Listing Feedback
Send Message
Buyer Date Time Comment
4 Favorite
Blacklist Q e Masch 30, 2017 1925 PERFECT
Bl RRLLYT Voncior Laved 5 1 Trust Lavel s | Q a8 Masch 30,2017 0131 Groat senvice, worked e &
Poaltive feedback (last 12 montha): 9% Cha™ 0N & Sesaning trget
[How s the feecback score calcuiated?] 0 b"o March 29, 2017 2341 Perect Work
Mamber since: Ay 7, 2016 . .
Contracts: 0 in progress, 0 compiet 0 K7 March 29, 2007 18:48 perfoct
Q 7 March 29, 2017 18:47 perfoct
Q ms March 27, 2017 2039 Very very good job
Seller Feedback Ratings 7 Buyer Siatistics ? -
(ast 12 months) since Join date) Q Maech 27, 2017 2029 Can penetrane Cloudtare.
1 month & montte 12 months Sirce join . s
g Maech 27, 2007 0n22 Amaning
0 2 Totad Saputes / 0roers 0
0/e8 Qo March 26, 2017 19:15 Thank you very much! This
- 234 ol spendings senvice s highly
Q Newrn 0 - recommended
o 1 Feodback leh Q v Masch 28, 2017 1244 Graat snnvice &3 Kways
Q regurve 0 67 (97.0% postve)
: , Lastonk Q v Masch 26, 2007 W Quick and grea! axpcusion!
Qv Maech 23, 2007 2020 Pactect sarvice! Thank you!
Q v Maech 23, 2007 1228 Grost sorvice. Quck 10
respond. Mghly recommend
Qo March 22, 2017 1958 Groat senvice as aways
Thank you!
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Mirai - Was bisher geschah @

zeroBS

Aug 2016. - BigBrother Attack
3-Wochen-Kampagne gegen Online-Mobelhandler

von uns analysiert: alles CCTV-Kameras

BROTHER ki
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Mirai - Was bisher geschah

zeroBS

= 21.09. - Angriff auf KrebsOnSecurity -
Akamai gibt auf

KrebsOnSecurity hit 665 Gbps DDoS

attack — biggest assault the Internet 7™} _/

has ever witnessed

KrebsonSecurity
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Mirai - Was bisher geschah @

zeroBS

= 30.09. - Mirai-Release

‘‘‘‘‘‘‘‘

4
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Mirai - Was bisher geschah @

zeroBS

= 21. 10. - Angriff auf DYN _Ele
New JJork

Cimes

IS
.
Bahamas .
o e e GIEAU
: . Islands
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Mirai @

zeroBS

Wie grol} ist Mirai?
8ack: 20k
Akamai: 45k
Dyn: 50k
Palo Alto: 12k

Apr 2017

BROTHER ki

8 Mirai-Varianten im Tracking
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Was bisher geschah @

zeroBS

Wieso ist Mirai solch ein Problem?
primar Layer 7 / Applikation
bewahrte Verteidigungsmechanismen wirkungslos
Size DOES matter

loT == private DSL-Anschlusse
== neue IPs alle 24h

Bedrohung fiir alle von 4”—46/(1}1
DRS 3/4 auf DRS 5 BROTHER j
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Evolution der Botnetze @

zeroBS

GroBe (AVG) 1000 - 20.000 5000 - 50.000
Durchsatz viel Traffic/Bot wenig Traffic/Bot
primar 3/4 (Volumen) alle Layer
Layer Layer / eher Ausnahme vermehrt Layer 7/
Verteidigung eher einfach eher schwierig
Statistik Verhalten
Time-To-Exploit /d < 24h
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Evolution der Botnetze @

zeroBS

e 2b 2016

Preise 50%/h 25%/Tag
globale abstrakt real
Bedrohung

Player wenige, Covert mehrere, Overt
Aussicht alles im Griff problematisch
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Botnetz-GroRe liber die Jahre @

zeroBS

2000 2005 2010 2015 2020
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Evolution der Botnetze @

zeroBS

hohe Professionalisierung des ,,Business”
gute Ertrage

Kampfum knappe Ressourcen

gute Codequalitat

Time-To-Exploit: <24h
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DDoS - Schutzlevel messen @

zeroBS

= DDoS-Resilience-Score

e ———

Poking, Anklopfen < 10MBIt 1000 1
ScriptKiddy, Booter-Services <100 MBit 5000 2

Basic Level Professionals < 1GBit 10000 5
Sophisticated Professional <10 GBit 100000 10
Advanced Professionals <100 GBit 1 Mio no limit
Extreme Professionals no limit no limit no limit
State Sponsored no limit no limit no limit
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DDos Resiliency Score - DDoS - Schutzlevel messen @

zeroBS

STATE SPOONSORED

EXTREME

ADVANCED [-====-- BEDROHUNGSLEVEL .

SOPHISTICATED

BASIC LEVEL

SCRIPT KIDDY e —>CHUTZLOCKE >
POKING G

v

SCHUTZNIVEAU
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State of DDoS @

zeroBS

die aktuellen grolRen DDoS-Botnetze sind in der Lage,
nationale und internationale Internet-Infrastruktur zu
gefahrden
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Ausblick @

zeroBS

weitere Zunahme der Layer-7-Angriffe (aktuell: 40%)
Ausfall von Teilen des Internet

irgendwann wird es jeden getroffen haben

Verteidigung wird mit jedem grofden
Angriff besser

heute + 5 Jahre wird die gesamte
kommerzielle Kommunikation
geschiitzt sein MUSSEN
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letzte Worte @

zeroBS
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zeroBS

Fragen?

slac@zero.bs
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