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Bareos Introduction

» Bareos is a fork of the bacula.org project

Fork started by Marco van Wieringen 2010

- Implement own ideas

- Speed up development

— Sustain open source project
First Release 2013

Since then yearly a new major version
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@ =l=ip=T=i=) Data Sovereignty — NO vendor lock-in

* Bareos is 100% Open Source:

- Affero GNU Public License (AGPL)
- Code cleanup and re-factoring

- Alot of new features

- Python Plugin Interface

- Growing Open Source Community
- Open Storage Format

- Only Open Source backup software lets you for sure restore
your data whenever you decide
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Bareos Overview

All common sense features of a network backup system, like
Multiplatform support: Linux, Unix, Windows, MacOS

Scheduler with multi generation support (Full-, differential-,
Incremental, virtual full, accurate, ...)

Inventory (“catalog”) in database (MySQL, Postgres)
Restore via CLI or GUI on any client

Encrypted data, transport, ACLs, ...

Backup media: disk, tape, library, cloud

Scripting interface for pre- and post - jobs
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Bareos Architektur

bareos

open source data protection

Windows Client

Web Interface
Text Console

Unix Client

Mac Client

@GlusterFS
@ ceph

[ Bareos Server

Disk Storage

@GlusterFS
@ ceph

Tape/Autochanger

fﬁh §QE Server ) E—

NDMP —

Network Data Managemant Pr




bareos

open source data protection

Web Interface } Director Catalog
Text Console

GUI Console

o,

Storage Media

Windows File Daemon

Unix File Daemon
Storage Daemon

Media Changers

Mac File Daemon



Packaging

n Open Build Server

es with lean redesign of

SEHYICS

Suse @ Q .

is a registered trademark of Bareos GmbH & Co. KG

sz
1



New Features since 13.2

Support for hardware encryption with LTO (4 and
upwards) and enterprise tape libraries

Client-quota support
Native NDMP Support
Bandwidth limitation

Windows Backup ,all (local) drives” option in fileset
definition and Windows File daemon

Passive Clients
Storage replication “Backup to disk to cloud”

Bareos is a registered trademark of Bareos GmbH & Co. KG



New Features in 14.2

Performance tuning (variable blocksize)

Storage Abstraction Layer

- Backup to Cloud Storage (Ceph, Gluster)
Windows Director / Storage Daemon (disk-only)

Improved Windows Support (NotToBackup Key, VMP,
EFS, Windows 2012 Deduped Volume)
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(Some) new Features in 15.2

 VMware Plugin (Disk Images, Incremental)
« WebUI with self service portal restore browser
e Director API (JSON-ified)

» Secure Erase - sponsored by cardtech for compliance reasons:
HIPAA, FACTA, GLB, SOx, PCI DSS, ...

« Backup of Ceph / Gluster storage
* Plugins:
- MySQL, Icinga / Nagios, LDAP
« Full List: https://www.bareos.org/en/whats_new.htm|
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Some new features in 16.2

Always Incremental

- Minimized network load

- Dally consolidation of last incremental jobs on storage
- Virtual Full consolidations less often necessary
Active Sponsored Developments

- Director Reload Enhancements
- Client initiated Backups

- NDMP Enhancements

Add client via console

Windows VSS Enhancements
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https://www.bareos.org/en/whats_new.html

New WebUI features in 16.2

* WebUI

. . %) Please choose a director v
- Storage / Media handling
2
- Update Checks for Server/
- Multi-Tenancy / improve “
- Multilanguage: [ English T
o Eng“Sh Ple‘ase choose a language
Chinese
 German English
° Spanlsh French
. German
o Ch|nese Bareos WebUl  5jian k Co. KG,
e |talian éh Russian
. DUtCh Spanish
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[P] Dashboard Jobs Restore Clients

Client
amy-fd
Backup jobs

(591) 2016-09-07 21:00:02 - backup-amy - Incremental

Merge all client filesets

Yes

Schedules Storages Director

Merge all related jobs to last full backup of selected backup job

Yes

Restore to client
amy-fd

Restore job

RestoreFiles

Replace files on client

never

Restore location on client

ftmp/bareos-restores/

Restore

-

File selection

------ [ W pwd.lock

------ [] W .updated

------ ['] | DIR_COLORS

------ [] W DIR_COLORS.256¢color
------ | B DIR_COLORS.lightbgcolor
------ []  GREP _COLORS

] @ NetworkManager/
-] X1

------ L[] W aditime

------ L] W aliases

----- [ = alternatives/

------ [] B anacrontab

""" ¥ B directors.ini.rpmnew
- Wl B directors.ini.rpmsave
-~ W i bareos/

- [] il bash_completion.d/

------ [] B bashrc
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Self-Service-Restore-Portal

» Use ACLs to restrict API access to a certain system

 ACLs (named consoles) are handled by the director
and effect all connections by the user

- Bconsole (CLI)
- Web Ul
- Scripts using the API
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bareos Roles and Consoles

open source data protection

» Profiles.conf — restrict profile with name ‘webui-restricted’
» to only access a client called ‘centos-fd’

Profile {
Name = webuil-restricted
CommandACL = !.bvfs_clear_cache, !.exit, !.sql, !configure,

lcreate, !delete, !purge, !sqlquery, !umount, !unmount, *all*
Job ACL = *all*®
Schedule ACL = *all*®
Catalog ACL = *all”
Pool ACL = *all”
Storage ACL = *all*
Client ACL = centos-fd
FileSet ACL = *all*®
Where ACL = *all*”
Plugin Options ACL = *all*
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bareos Roles and Consoles

open source data protection

» Consoles.conf — Named console ‘myuser’ gets profile ‘webui-restricted’

Console {
Name = myuser
Password = "linux"
Profile = webui-restricted
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bareos Unrestricted Admin Console

open source data protection

e Can see all clients

Lle Dashboard  Jobs Restore  Clients  Schedules  Storages Director i centos-dir &L admin ~
Show

Clients

Show 25 j entries Search:

l&  Version Actions

centos-102 . m a @
x
centos-fd <) m aQ
x
centos-rear -4 m a @
x
percona-fd - m a Q|
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bareos Restricted USER Console

open source data protection

« Can see only one allowed client

Lle Dashboard Jobs Restore Clients Schedules Storages Director i2i centos-dir L myuser ~
Show
Clients
Show 25 :Ientries Search:
1 Version Status Actions
@ Ciozs. x @
x

Showing 1 to 1 of 1 entries First = Previous Next Last
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DevOps: API usage

Web Ul and bconsole use the Director API

Python class for API access available

All director commands scriptable

Sample implementation bsmc (Bareos simple
management CLI)

bsmc rest /etc/vimrc # restores file /etc/vimrc from backup
bsmc incr # runs incremental backup immediately

bsmc query sched # Shows scheduler

bsmc archive /etc/vimrc /etc/bash.bashrc /etc/profile.d/

# make backup of the named file using the predefined job called
‘archive’
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protection

& Python-Director plugin to submit job results

@ In Connection with monitoring Helpdesk |

@ Definable Commands for audit

@ Syslog y
@ Commands © Auditing ‘ —
——— O Bareosmessaging | —
@ Mail
@ File

@ Syslog connector

@ Loglevel adjustable on runtime

I)‘ Logfile Analysis F

'] Logstash connnetor

Graphite Collector
@ Grafana dashboard template 1

>{ Performance Analysis }»—

& Job and Device statistiscs in SQL available

@ Job Status
@ Job Time(s)
@ Jobbytes © @ NSCA/Icinga Director Plugin
@ Job Files )
@ Job Errors @ Monitoring | —

@ Icinga Plugins for beonsole

DevOps: Integration with toolchain

RPM

]
Installation packages &

@ Installer package with silent install

‘ @ OPS| Package

] & Incl fil ith wil
| Deployment % @ Include files with wildcards

- L ) @ Configuration files ©
e . @ Include script output

@ Windows ©

@ Static at server on start

/ @ Dynamic at client on job run
\ ' g
\ /s . N ALT
N\ / Configuration Management  © L
\\\ / @ Puppet
\ —
\ / & Ansible
~ \ @ Chef
N\

@ ACLs for Bareos ressources, role-based available

@ Personal console login via named console

IIJCIF‘ECJS

— —i User Management }
o protection .- @@ J

(B PAM / LDAP connector

& WEB Ul Self Service Portal for restore

Backup meta data in catalog (SQL)

// A @ Director API
~ Reporting / Billing }
\ — @ Jasper Report Template
/ \\
/ \ @ beonsole via pipe
/ \\ Python-Bareos client class
/ \\ @ Director APl ¢ @ php dlient class
/s . N\
S S s . "
S  scriping |_ @ ad s conigure s
' i @ Jobs

Clients
@ FUSEinterface O—————

| Media
@ Restore

Dedicated presentation at OSDC:
https://www.bareos.com/en/company_news/bareos-talks-at-cebit-in-hanover-and-at-osdc-

in-berlin.html
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VMWare Snapshot Backup

* Avallable since Bareos 15.2

* Plugin uses Python Plugin interface for file-daemon
 Makes use of VCenter API

* Triggers Snapshot

» Full Backup

* Incremental Backup using CBT (Changed Block
Tracking)

» Restore of image into origin VM or vmdk image file
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VMWare Blocks

* Filesystem translates between files and blocks

open()

Y

write() read() close() ...() Application

Y

Y Y Files

bookkeeping of free/used blocks, translate filenames to blocks, etc.  Filesystem

A

Blocks

NPO0O0OMOOMO0NON0000
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NONOO0O0MOOMEOOYOO000 4\
eeses ea(as esees

0
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)
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)
)
o
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@read
@write
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changed blocks:

1-50

B8CEREEE
8800000
8800000
8800000
8800000
| 006
| 06
| 006
8800000
8800000
888REREE
888 )0
| | 006
8ee )]
| | 000
| | 006
8ee )]
| | 06
8880 )00
| | Geee

(Ounchanged

bIocks.Changed

mb
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Day Two

changed blocks:
11 20

54 60
70

04
()
04
)
Q)

06 @
DD.O.

—
L]
o

DDDD.DDDODDDDD.
LOO0EO0OO0OO0O0M

@changed
bIOCIG’Qunchgnged
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Day Three

changed blocks:

(00000000EO0ON00000E ©
0O00N00N0N00000000E **
NO00000N0RN0O000000®
0000000000000 06
sesseesee [ [ [ [ [ [
NOON000N0WOOO00000
CO0000000®000000000®

@changed
bIOCI‘G’[junchgnged
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VMWare Changed Blocks to backup

e Day 1: Blocks 1-50

 Day 2: Blocks 11-20, 31, 54-60, 70
e Day 3: Blocks 60, 90-100

* Restore must match backup order
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Changed Block Backup

 OS-Independent
* no backup of never used blocks

only backup blocks that have changed

full, inc and diff possible

much faster as no time-stamps have to be checked
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Running a VMWare Backup

VCenter bareos FD -

i —>>
, python plugin strase
ESXI Host .
CBT mfo) pyvmomi
VM
A json work file ﬁbackup stream (stdout)

Changed Block Tracking g
ot ——>vadp-dumper
. reques 0oC .
ock Device (vi ) N | vddk library

transfer blocks
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Running a VMWare Restore

VM off?
VCenter  @m= phareos FD
| o
, python plugin sterase
ESXI Host .
pyvmomi
VM
A json work file ¢backup stream (stdin)

Changed Block Tracking k‘)
* ——vadp-dumper

Block Device (virt. HD) transfer blocks vddk Iibrary

More Details: http://osbconf.org/archiv/2015-2/
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Always Incremental

« Always Incremental:

- Do a Full backup only once

- Regular incremental backups forever
« Advantage:

- Avoid long running (days, weeks) full backups in large
environments

 Problem:

- A Restore might need to gather data from hundreds
of jobs, which can be very slow.
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Always Incremental

e Before 16.2:

— Create a virtual full backup from existing backup
jobs reqularly

- Good:
 Minimal data transfer from clients
- Problem:

* Need to reorganize all data in the backup. May imply
heavy I/O and CPU load (database). Eventually
Impossible with large data sets.
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bareos Always Incremental

open source data protection

« Old approach with daily virtual full backups

Data transferred per job

50 e e T T T e
BackupClient1-F ——3 :
BackupClient1-virt-F C— : : : : : : - _ R
sl BackupClientl-T =2 . . U U L e mmmAAARNEHE R -
a0k A A FEEEFEEHA R EEHA T B B B R B EEEE- - -
35 1 R TR R R R
so oo R A R A -

3 : : : : : : : : :

g OB e B EE Er e B E R BT e TR T TR
20 e bR B IR R ET B R B AT B R TR -
15 1= R R R R R ER R T R E
10 e e AR A AR A -
S b HHEHA FHEHE A EE A FEEHLH EHEAA R A A EEHA EEEHA A EHAAA F A - - - - - -
ol bl iy | il i | | i !

26.12.15 02.01.16 09.01.16 16.01.16 23.01.16 30.01.16 06.02.16 13.02.16 20.02.16 27.02.16 05.03.16
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Always Incremental 16.2

» Regularly consolidate incremental backups

- Less jobs touched
- Less data moved

- Reduced number of incremental jobs needed for
restore

* Never (or less times) consolidate full backups
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open source data protection

bareos Always Incremental 16.2

 Regularly consolidate incremental backups, never (or
less times) consolidate full backups

Data transferred per job

50 e B T o e e e .
BackupClient1-F : : : : : :
BackupClient1-virt-F 1 : : : : : : :

as o BackupClient!- .—=2 . | SRR U SR S Mo L _

ao b S M | I A | ST R e .

s | R SACE PR g s oo e - b .

.

3 : ; : : : : : : :

g B Rt ARULEEE IEURURIRE {REREREERE o foo oo { o oraneanes .
20| S A | P e I S | R .
15 ol i R SR foeoee e o e o e .
T e
sho T SO R { RO S { O S | I A -
S L TR e Lo TSR Lo R Wi

26.12.15 02.01.16 09.01.16 16.01.16 23.01.16 30.01.16 06.02.16 13.02.16 20.02.16 27.02.16 05.03.16
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Publicity

(O BLACKDUCK | Open HUB v Follow @[]
PROJECTS PEOPLE ORGANIZATIONS TOOLS CODE®@ BLOG Search...

bareos
4 Settings | M Report Duplicate nghActlwty

* “This is one of the largest open-source teams in the
world, and is in the top 2% of all project teams on Open

Hub.”

« Bareos recommended on SILLS list of open source
applications by French government

Admin Magazine #17 / 2013 Editor's summary:
The Bareos fork of Bacula adds new features,

Network & Securit expanded functionality, and simplified configuration
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Downloads

5.=31 Aug. 2014 2.=B. Marz 2015
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http://www.admin-magazine.com/Archive/2013/17

Customers

Several Max-Planck-Institutes

L LR L]
LL L L

Cardtech: Payment Transaction Provider 2persis
online

Bavarian State Archives

Lab Logistics Group
Mixed industries

— Public / government
- Universities / Research Lab Logistics Group
- SMB

- Provider

cardtech

AR AT Staatliche

- Finance SEAVICE GMBH Archive Bayerns
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Free Software + Subscription

« Up2date source code always freely available via GIT.
100% Open Source (A)GPL.

* Public on download.bareos.org:

- Binary packages for all major releases
* Subscription service:

- Additional intermediate and maintenance releases
Including quality assurance of binary packages

- Prerequisite for Bareos support offerings

AGPL\

Free as in Freedom
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https://www.bareos.com/en/References.html

- Jenkins CI tests, install packages on each
supported distribution project Bareos.org_nightly Debian

Prototype with new scripting framework and matrix for client-only and databases

J

Jenkins

Bareos 12-4, the first release version
=" Meuen Job anlegen

Standard Development Environment

& Benutzer Alle | Bareos 12-4 | Bareos Master | Bareos pub | Tests | regn . . . . .
B Configuration Matrix void |mysql postgresgl sqlite3
—=* Build-Verlauf s w Name 1
Py At benrberon @ . & Bareos 12-4 centoséiresh 6.0 bareos-client-only 32 0 o . -
{J 2% Bareos 12-4 client-only centos&fresh
&, Jenkins verwaiten @ & (5 Bareos 12-4 client-only debianGfresh 64 0 g g J
Build Warteschlange {J I:D Bareos 12-4 client-only debian7fresh e 0 0 q q
Keine Builds geplant [ 9 Bareos 12-4 client-only fedoral7iresh
Build-Prozessor-Status {J 9 Bareos 12-4 client-only fedorai8fresh 64 0 0 0 0
" Status (] 6:’ Bareos 12-4 client-only opensuse123-84-ci-bareos
1| Ruhend (@] M Bareos 12-4 client-only rhelSfresh 7.0 bareos-client-only |32 0 < v w
2 | Ruhend (o) ‘ Bareos 12-4 client-only rheléfresh
3 | Ruhend @ #3 Bareos 12-4 client-only sles11sp2fresh 64 0 ,!J ,J sJ
4 | Ruhend {J 6:;; Bareos 12-4 client-only susel122fresh
5 | Ruhend @ = @8 Bareos 12-4 client-only ubuntu1004-64-fresh bareos-all-daemons 32 0 0 0 0
& | Ruhend @ & 8 Bareos 12-4 client-only ubuntul2fresh 64 0 0 0 0
¥ | Ruhend (] }?-’ Bareos 12-4 client-only win7fresh
8 | Ruhend - o j.r?-r Bareos 12-4 client-only win7fres h-autodrive
9 | Ruhend [ | ¥ Bareos 12-4 client-only winsrv2008fresh
10 | Ruhend 9 (=} Bareos 12-4 debian6-32 9 Tage 0 Stunden - #42 9 Tage 12 Stunden - #41 12 Minuten
11 | Ruhend 9 {2 Barecs 12-4 debiang-64 3 Monate 4 Tage - #25 & Monate 7 Tage - #20 9 Minuten 18 Sekunden
12 | Ruhend (] (:'f Bareos 12-4 debiantfresh 6 Tage 19 Stunden - #178 1 Monat 4 Tage - ssh problem 12 Minuten
18 | Ruhand (] I::" Bareos 12-4 debian7fresh 6 Tage 17 Stunden - #42 1 Monat 1 Tag - ssh 7 Minuten 55 Sekunden
14 | Ruhend (] Q Bareos 12-4 default-package rhel&fresh 6 Tage 19 Stunden - #79 Unbekannt 3 Minuten 56 Sekunden
:z :E:::: [w] ] ﬁ Bareos 12-4 fedoral Ffresh 6 Tage 18 Stunden - #1942 9 Tage 13 Stunden - #191 11 Minuten
17 | Ruend (] = 9 Bareos 12-4 fedoral8fresh 6 Tage 18 Stunden - #210 6 Tage 19 Stunden - #2009 14 Minuten
< [ [ 1 ‘\_-i Baoraos 1 A mne e a5 bhaoraoc.frach B Taos 10 Shiodan AT A kdonat 168 Tane HAB 0 b Ao e, l’ ]
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Subscription and support

e Subscription customers can buy additional support
packages with guaranteed response time at several
service level

 |[ncident based
« Unlimited support with 24x7 availability possible
 Distribution through partners

il MODULA

INFORMATICA

O soution: |Hi |
_"TT' heinlein ENETWAYS»H

@ COMPUTER PORT IT SOLUTIONS da net Rea I St u ff E so“

Sroluti Sarvi Support -}-‘Tnﬁ- ' o Va
- e . Informatik AG EINEFRELU VY RS
Kereskedelmi és Szo
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Roadmap 17.2

Database backend rewrite (loadable queries)

Performance Enhancements for large installations on database
level (Denormalization of file-table)

NDMP Enhancements

- Performance
— Direct Access of NDMP tape devices

Storage Daemon with Local and Remote address
Web Ul
- Usability improvements

- More languages
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Contact and links

« Subscription, Support, References, Partner:
http://www.bareos.com

e Community, Documentation, Download:
http://www.bareos.org

 GIT:
https://github.com/bareos

* Bug- and feature- tracker Mantis:
https://bugs.bareos.org

 Maik Aul3endorf
maik.aussendorf@bareos.com Tel. +49 221 630693-93
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