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Hinweis

Diese Prasentation wurde im Rahmen der
Secure Linux Administration Conference 2009
in Berlin gehalten. Die Titelfrage ,Ist AV tot?”
wurde bewusst provokativ gewahlt und
letztendlich ebenso die Beantwortung
offengelassen.
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3. Fetch another set

C&C of commands.

4. C&C gives out a list of

2. C&C server gives Fake AV URLs

commands, instructing
where to go next.

5. Infected machine contacts

1. Phone home to Fake AV website

C&C server

B. Fake AV weabsite installs Fake AV
Fake AV binary server
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This website contains sexually explicit material.
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In order to enter this website you must certify as follows:

Under the governing law of my country | have reached the age of majority and the age required to view sexually explicit material
and | am accessing this website from a location where sexually explicit content is legal and permitted. | will not permit any
person to access this website who is not legally permitted to do so.

| have read and | agree to the Red Tube Terms of Service and Privacy Policy.
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RedTube - Home of Porn - Red Tube - Microsoft Internet Explorer
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recherchieren kiéinnen, denn das kann zur unvermeidlichen Zerstirung unserer Web-Seite
fiihren. Ausdriicklich empfehlen wir Thnen Antivirusprogramm zu aktivieren und, wenn es
notwendig ist, nach den zugénglichen Erneuerungen/Updates zu priifen.

Uberzeugen Sie sich davon, dass Ihr Computer geschiitzt ist, bevar Sie weiter recherchieren.
Ohne dieses Antivirusprogramm kann Thr Computer eine leichte Beute fiir die Hacker werden.

Den PC ungeschiitzt lassen kann zum Folgendes fihren:
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- Infektienausbreitung fiir Thr Handy durch USB. Das erste Zeichen der Infektion in Threm
Handy ist dass SMS Mitteilungen an bezahlten Mummern geschickt werden,

T USW,

Uberzeugen Sie sich davon, dass Sie das effektive Antivirusprogramm benutzen. Wir
empfehlen Thnen Ihren Computer gleich zu prifen und zwar mit dem Programm, das schon
tausenden unserer Besuchern geholfen hat.

Wir entschuldigen uns bei Thnen wegen der Peinlichkeit und hoffen darauf Sie wieder in
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& New login system - Unicode (UTF-8)

facebook

Facebook helps you connect and share with the people in your life.

Facebook Login

faCEbDDk Account Update

My Account

Account Update

In an effort to make your online experience safer and more enjoyable, Facebook will be implementing a new
login system that will affect all Facebook users, These changes will offer new features and increased account
security, Before you are able to use the new login system, you will be required to update your account.

A new Facebook Update Tool has been released for your account, Please download and install the tool using
the link below:

Facebook Update Tool
. v to insta updatetool.exe

I

English {US) About  Advertising Developers  Careers  Terms  w  Find Friends  Privacy  Mobile  Help

Falls der Exploit Pack einen nicht gleich infiziert hat, der
fallt ggf. auf Social Engineering rein ...
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DOMAINS ADVERTISING HOSTING

= rg L@ (s an innovative company with experience in its field and great respect for its Join our team

customers. Hwas established in 2002 and has been evalving rapidly since then. y
We are akways looking for talented and

The wide range of services of highest guality and professional co-operation with our partners ambitious people 1o join our team. Join now.

that iz based on trust and respect makes FE&A Bl the best choice one can make farthe
online-business establishment and promation.  Cligrt Relatior=hip v

Cur products are powered by advanced software that allows simplifving and unifying the
management of online services. Experienced customer support team can be reached at any
time and is glad to answer all your questions related to FLSS e services.

People who work forSCfF Tege e make up a strong goal-oriented tearm with the main priority
to provide the best online services and online solutions ever available.

The custorner-oriented philosopty of SCEE el sl combined with its cutting-edge technology
is a guarantee ofthe ultimate success in online indusrty.

News

30.07.2008 23.07.2008 27.06.2008

Siwdl anline adverdising system is based on the Feliman e B one ofthe woarld's fastest The anling adverising project S57 is livel From
PP {pay per click) model applied to the leading growing domain name Mypesre, launched naowy an the powerful online advertising

and widely used search engines, large s project several manth aga. technologies are offered to those who want to
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'Friendly fire' kills three
Israeli soldiers

The Israeli military surrounded densely
populated Gaza City late Monday as the death
toll continued to mount in the war-torn territory
and both sides showed little interest in
international calls for a truce. Military officials

also said "friendly fire” killed three lsraeli troops

in an explosion in northern Gaza. full story
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. InstallRite 2.5c Control Panel

InstallRite 2.5c - Dackup up Mile infarmation

#%), TREND,
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. InstallRite 2.5c Control Panel

InstalRite 2.5c - Backup up File information

#%), TREND,
Copyright 2009 Trend Micro Inc. MICRDO



g™ InstallRite 2.5c - [Default.iwc]

) Fie Edt Tooks View Help =18 %]
Y6 & o H % ¥ @ % 7

Install  Ctrl Panel Config  Snapshot .ﬂ.nal';.r'e faif Expork Updates Tour Help Abouk

EE Sample ﬂ Kevl Value | Data |
=B Al Files
78] added Files
EI Deleted Files
P E-Ea

=13 WINDOWS

{:l Recent

Madified Files

& Registry

Elﬁ ﬂdded Registry
HEEY_LOCAL_MACHINE

HEEY_CURREMT _LISER.

HKEY_USERS

HEEY_CLASSES_ROOT

HEEY _LOCAL_MACHINE
HKEY_CURREMT_LISER
HKEY_USERS

HKEY _CLASSES_ROOT

HKEY_LOCAL_MACHINE
HKEY_CURREMT_LISER
HKEY_LSERS
HKEY_CLASSES_ROOT

Q Search... =
Mo sniapshot, l_ PLIr o
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%/ Proccss Explorer Spsintocrnals: wew. apaintemalz.com

File

Wiews Process Handle Options Search Help

= BNE AR R ST

Pricess ¢ Threads

winda,

j Tde el Sesten Tdle Proress

m KERMELZZ.DLL O=FFEF1157 0 'Win32 Ke'nel care comaonent 13 8

- MINIMIZCR. CHE OITTIZ180 0 Mrimizer :

[ MPRESE.EE OFFFFSEF 0 WINSZ Mebwors Interface Service Procsss § - = = =

g MSGSRY32, EXE OxFFFF31IF 0 Windaws 32-bit <D Messags Cerver 8 A TCPYiew - Syzinternals: www_sysinternals.com

PROCESP EXE OxFFE1GC7S 2 Sysinternals Pracess Explorer 1z B Process ... N N N

B SYSTRAY.ZHE OxFFE13073 0 System Tray Applst 2 — File Optionz  YWiew Help

[F TaskmMaN.ESE 0xFFE12757 0 Task Montar 3 : = = _— - _—

H.. ¢ | Typz | Access | Tame | - | B A =&

a4 Process 0201 FOFFF EXPLORER, EXE(FFEOZD2T)

03 Mukex 03201 FO001 DLESCMLOCKMUTEX Praotocol 4 | Local &ddress | Remote Addreszs | State |

0% Mulex 0xJ01FO001 DSl aredildetL, po

10 PUEE: UL UL ULESC MY HE G U ER TCF blackhole: 137 blackhale:0 LISTEMING

14 Mut 0201 FO001 DLESCMEETHARDLENUTES

Ods e DODIFUODL  DLESCHEETHANDL TCP blackhole: 138 blackhole: 0 LISTENING

M1z Mt e ANt DlenfSharedtlennryMite:x TCP blackhale:nbsession blackhale: 0 LISTENING

D22 Muke: 0xJ01F0001 Scr'WIPMUEe:

24 Semaphors 030170000 DacfileAlocatorMube:: = T EP I:ula-:khcule: ﬂ:p |:I|aCth|EZ |:| |_| 5 T E N | N E

EXPLORER.EXE pi. FFEDZDET Fiefiest Fiste 1 sevind 7 TCP blackhole: smip blackhale:0 LISTEMING

TCFE blackhole;63 blackhole:n LISTEMING

T —— TCF = blackhole: 30 blackhole:0 LISTEMING
% Mirrnantt hebwark Manitor - | Taphare: 1 (o) _
Bl kot wmkye Lot Optore wndow  pob =l = bla':khl:lle: 81 blackhl:lle: I:I Ll S T E N | N G
== 42| 8| FEEl 1] w2l Al = 2] blackhole:pop3 blackhole:0 LISTEMING
Frana | Tiua | see wac rzar |ne= mic szar [ sroceesl | Ceszropmion | &rz ocrar nade | zsr ocher nzar | Type = blacthIE:EB blackhule:n LlSTENlNE
L 0201222 LICAL ¥LEO 000202 Dome Zecuriby Check (02200 i
€ UM NEUR UUUUU RELUX UMW BSATS  waeer cb Francs liphar blackhole:nbharme =

1]

blackhole:nbdata... =*
blackhole:titp o
blackhole: 63 e

$Trata: Dass fENG PTOTAICLias

4D
AE
(TENTIEN v u_ LU Ul u uu uu
nnn-nns - TR
o uue
nnn-nne - nin

ooozooc:

LI

e

[Fa: 1)z

[37 el 17 21h Lo 180T
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YaunshineRelease' sunshineApp.exe

Sunshine 1.3.181, Copyright (c? 2006—-20807 AU-Test GmbH, Magdeburg. Germany

T i U i W T i T i T i i i T T i i T T i i T T i T T i T U P U i i W N i W U N T N U T T

Licensed to: #1283 AU-Test GmhH
Loading Database...

B keys in the database
B filez in the datahase
B processes in the database

Type command Chelp for a list of command=s>: aa
256523 keys inserted
18252 files inserted

Type command Chelp for a list of commands>»: cf
c iSHUIHNDOWS“systemd2sevilmalware .exe

Type command Chelp for a list of commands?: mf
c:sHWINDOWS~system3d2 driverssetcrhosts

Type command Chelp for a list of commands»: ck
CreatedKey:
HEEY LOCAL_MACHINE“SOFTWARE“Microsof t“Windows“CurrentUers ion“Run*~GoodA

aa = add all

cf = created files 7 of 8 samples processed

mf = modified files

ck = created keys

current sample: samplesiunknowin_malware

oo disk space. | EBAEES BRI

=10 x|

AV TEST

Created files: D Created registry entries: 0
duration of infection: 0 min 11 sek network connection: internet

state: Malware executed. Awaiting creation of packages.

comment: | unknown makware

Create snapshot ‘ |

Create Package

Re-Ghost |

n u — Copyright 2009 Trend Micro Inc.



Package Manager 1.3.101 (A¥-Test.org) -0l x|
File  Edit  Wiew  Use Cases  Help
= | Package | Filesl Mu... | Ke_l,lsl Valuesl:l File: name | Type | Sizel Checksum [MD5) | Annotati
% ypahag.exe 7 0 0 o Created files
g ya:ak'e”e i E 2 ; CWINDOWS \spstem32heneldr3Z.exe  PE Executable/Library 51424 12158393401 5182062641 230a6adad1 d
= [ yanapens CWINDOWS \spstem32Wtaskmar32.dil - PE Executable/Library 0
=2 yaha exe 4 I} 3 7 " . "
T hat 1 0 3 a 0 = PE Executable/Library 57424 121553934 ]
| vahalexe . PE Executable/Library 51424 12158393401 58206241 23035 adad! d
— wahau exe 4 I} 3 7
| zalia.exe g a 1 1
4| | 3
zalib.exe 18 a 1 s _I
zafic.exe 7 0 1 2 Referenced files: 0 Referenced registry entries: 1
zafid. exe 13 n 1 15 Key | Yalue | Data -
zafif. exe 17 a 1 16 Start keys
zindog. exe 1 a 0 1
4 HFELM\SOFTWwWARE \Microzoftwindows\CurrentersionsFlun - MicrozoftSery . CMWINDDWS \spatemn32wintzk 32 exe
Bagle
Mot classified
baglel111f exe i} I} i 3
baglel2cif. exe 2 n 1] 1 HELMYSOF TWARE YMicrozofttSnakes Weh hitp: £ indianznak es. cjb.net
baglel3ef8.exe 4 n 17 48 HELMYSOF TWARE MMicrozofttSnakes Author R, CObra , dEwil inCAndTe
baglel421f.exe 4 ] ] 1] HELMYSOF TwARE \MicrozofthSnakes Yergion 2 —
baglel442c. exe 2 i} 1 2 HELMYSOF TWwWARE MicrozofttSnakes
baglelBfal.exe 4 i} 17 A0 HELMYWSOF TWwWARE MicrozoftSnakes Date 2862003
bagle! 7349, exe 1 i} 1] 1 HELMYWSOF TWwWaRE WicrozoftSnakes Cormments This gpstemn belongs to the great indianz... -
baglel7cOlexs 3 0 O 2 1] | 3
bagle! 7d26. exe 1 0 a 1 — Package information
baglel857c. exe > 0 u ! Package name: ahat. exe
bagleliddess 4 0 0 0 J % name: yahat
bagle! 8245 exe B 1] 0 3 Additional information: ;I
baglel aZze exne B I} i i}
baglelb34d. exe i} I} 1 2 -
| SRR PN | N i Y =4 n (nl 1 ;I _I
Drefault Layer b ark.ed far removwval Bad packages M Search results Bagle Layer b

\_
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@ -2-€

|| SABRE Security YxClass - Home

U FFIN ML LIy T 3Ly

Gf[ || http:fflocalhost: 080/ classification_tree.php v| B @'

["| SABRE Security ¥xClass - Classifi... [ | || SABRE Security VxClass - Classification. .

;-; ég{‘ﬁ & Q 4 H (O Q @g search |46

| [_] Regular expression

g q o
: g
p— e
8 vyara-project
":‘;:’_,,.i-'j YARA: A malware identification and classification ool
Project Home Downloads Wiki Issues Source
q‘-d_l: Summary | Updates | People
R
~_ YARA in a nutshell
=| PE_Patch.
=| PE_Pateh- YARA ig a tool aimed at helping malware researchers to identify and classify malware samples. With YARA you can create descriptions of malware
il =| UPx-=Bacl families based on textual or binary pattems contained on samples of those families. Each description consists of a set of strings and a Boolean
=| FE_Fatch. expression which determines its logic. Let's see an example:
+| PE_Patch.
_| Expres rule silent hanker : hanker
+| FE_Patch. {
| PE_Pa meta: F% NEW on wersion 1.3! %5
- - description = "Thiz iz just an example™
=l Backdoor) thread lewvel = 3
=l PE_Fatch- in the wild = true
=| PE_Patch.
=| PE_Patch. strings:
=| PE_Patch- §a = {6A 40 65 00 30 00 OO0 A 14 8D 91}
jBac_dem §b = {8D 4D BO ZB C1 83 CO 27 99 64 4E 59 F7 F9!
= PE' §c = "UVODFRYSIHLHWPETXQZAKCEGHT™
- )
L =| AHPack-=t condition:
51% []4 §& or §h or sc
}
The rule above is telling YARA that any file containing one of the three strings must be reported as silent_banker.
This is just a simple example, mare complex and powerful rules can be created by using binary strings with wild-cards, case-insensitive text strings,
special operators, regular expressions and many other features that you can find explained in ¥ARA's documentation,
Image

YARA is multi-platform, running on Windows, Linux and Mac OS X, and can be used through its command-line interface or from your own Python

scripts with the yara-python extension.

Copyright 2009 Trend Micro Inc.
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E:IDA - nimda.ex

File Edit Jump Search View Options ‘Windows Help
== R = S Spseres S| £ =#||e-w- v S UK~ - £]: ;%
= ' I

104 View-.-’-‘«l N Namesl Lt Stringsl Hex Viewl T T_l,lpesl \P Librariesl ﬂ Segmentationl & Stuctures Hotepad | Llfn Callers and Calleesl Problemsl

JR=TEY
.text:373768E3 =]
-text:373768E3 loc_373768E3: ; CODE ¥REF: sub_3737681C+B3Tj
-text:373768ED 1ea eax, [esp+42Bh+Number0fBytesWritten]

-text:373768BE7 push ehx ; lpOverlapped

-text:373768E8 push eax ; lpHumber0fBytesWritten

-text:373768E9 push offset aMimeUersioni_@8 ; "HMIME-Uersion: 1.8%vrinContent-Typ
-text:373768EE call strlen

-text:373768F3 pop ecx

-text:373768F4 push eax ; nHumberOfBytesToWrite

-text:373768F5 push offset aHimeUersioni1_8 ; 1lpBuffer Recent séat | = 5
-text:373768FA push [esp+u43Bh+hObject] ; hFile —_—————————
.text:373768FE call ds:WriteFile Didcl idcl

-text: 37376904 push [esp+42Bh+hObject] ; hDbject

-text:37376908 call ds:CloseHandle

-text:3737696E lea N A28 A Database notepad -0l x|
-text:37376012 push esi Farnous rimda code. Be careful and use the information for goad! 2]
-text: 37376913 push eax

.text:37376914 call sub_3737527( |"efqpm2300dfhraop” requires mare attention!!! ;I
-text: 37376919 pop ecx L
-text:3737691A lea eax, [esp+4: [v Popupthe notepad when the database is opened Claze |
.text:3737691E pop ecy

_text:3737691F push eax H lpFileName

-text: 37376920 call ds:DeleteFilefn

-text: 37376926 push ebx ; hTemplateFile

-text: 37376927 push ebp ; dwFlagsAndAttributes

-text: 37376928 push 4 ; dwCreationDisposition

-text:3737692n push ebx : 1pSecurityfattributes

-text:37376928 push ebx ; dwShareMode

_text:3737692C push LAB0AAA0BH ; dwbDesiredAccess

-text: 37376931 push esi ; 1pFileName

. text:37376932 call edi ; CreateFilena

.text:37376934 mouv edi, eax

-text: 37376936 cmp edi, BFFFFFFFFh

-text:37376939 jnz short loc_37376946

-text:37376938 push esi ; 1pFileMame

-text:3737693C call ds:DeleteFilef

-text: 37376042

-text:37376942 loc_37376942: ; CODE ¥REF: sub_3737681C+C5Tj
_text:37376942 xor eax, eax

-text:37376944 jmp short loc_3737697A

-text:37376946 [ - st i st o L e e s e _|
EZf Iz

Command "lumpEnter” failed

searching down CASE-SEWNSITIVELY for binary string ...

Ssearch fajled.

Command " IumpBinaryText" failed

Searching down CASE-IMSEMSITIVELY for binary string nimda...

Search failed.

conrmand “AskBinaryText! failed

ching down CASE-INSEMWSI for binar i "nimdat. ..
pleted. Found at 4.

s idle |Down  |Disk: 548 [ponoDeasc  [3737693C: sub_3737681C+120
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PCWaorld » Computers

Is Desktop Antivirus Dead?

Analysts say signature-based checking ¢can no
longer keep up with flood of new viruses.

Ellen Messmer, Network World

Mewvws = Security

Signature-hased antivirus is dead: Get overit

By Liam Tung, ZDMet com.au
29 April 2005 04:41 Ph
Tags: antivirus, competition, infection, malware, trojan, heuristic, signsture, race to zero

A hacking competition will attempt to prove that signature-hased amparus is

dead nn security vendors say, apart from signatures, antivirus is alive and well.

Schneier on Security
& blog covering security and security technology.

« John Mueller

November 10, 2009

Is Antivirus Dead?

-l 1 Joie L " [ -
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Der Reisefiihrer fiir Geniefier

Deutschland

s,
Ao|

o |

Deutschland

2006

»HOTELS
A~ RESTAURANTS

Christian Verlag

Images courtesty de.wikipedia.org
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File

Web / URL

Email

Domain

IP

LCEC

Smart Protection Network

Community Intelligence
eedback loop)

v@%\
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&
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Monitor

Behavior
File

Web
Email
Domain
1P

Correlatio
n
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Incident
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File
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Web
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Solution

Email
Reputation

SIOMION UOT}09)01J MeWS

Info. Threat ‘
I Analytics

\
1 . \
Professional ™

Service X
iServices

.

ommunity Intelligence

(Feedback loop)

Copyright 2009 Trend Micro Inc35

¢/

=
-0
om
2 Z
o O

Jowo)sn))



AV/AS/CS/FW/PM/IPS/DLP/TLM/B&R

User Education/Awareness



Noch nicht genug? ;-)
http://blog.trendmicro.com
http://us.trendmicro.com/us/trendwatch/

http://www.smartprotectionnetwork.com

Kontakt: Rainer_Link AT trendmicro DOT de
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