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Warum TLS? DEEPSIE®

e Sehr weit verbreitet

* Reichhaltiges Angebot von Bibliotheken

* ,Leicht® zu implementieren

* Hyper Transfer Tunnelling Protocol Secure (,HTTPS”)
* TLS Traffic seit 2013 stark gestiegen

* Unterstiitzung von End-To-End-Encryption
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Motivation DEE PEi=e®

* Inspektion und Klassifikation von TLS Traffic

* Isolation von SSL Traffic (legacy systems)

* Klassifikation der Endpunkte

* Suche nach Anomalien / Mustern

* Sammeln von Indikatoren vor Tiefenanalyse

* Metadaten statt Big Data
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—— DEE PEi=e®

e ThinThread

* Programm der NSA zur Analyse abgefangener Daten
* Identity Daten fiir Analyse unerheblich
* Zuordnung zu Identitiaten bei Bedarf
* Analogien
* Inhalte der TLS Transmissionen unerheblich
* Fokus auf Metadaten

* Zugrift auf Inhalt moglich, wenn Client kontrolliert wird
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Fingerprinting D E E P S E @

* Fokus auf Metadaten / Protokolleigenschafen

Erhebung sehr leicht
* nicht intrusiv / passiv moglich

* Freiheitsgrade
* Nachricht-/Paketgrofle in Bytes
* Optionen (Art, Reihenfolge)
» Zeitliche Abfolge (Zeitstempel)
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Transport Layer Security D E E P S E @

* Secure Sockets Layer (SSL) / Transport Layer Security (TLS)
 SSL veraltet, TLS v1.0/v1.1 ebenso
 TLS v1.2 hat Briickenfunktion

* Kompromiss zwischen v1.0/v1.1 und Sicherheit
* Perfect Forward Secrecy (Session Keys)

* TLS v1.3 seit August 2018 (RF(C8446)
 Grundlegende Uberarbeitung
* Neue Algorithmen
* End-to-End Encryption per Design
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TLS v1.3 Neuerungen
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TLS v1.3 Neuerungen D E E P S E @

 Kiirzerer Handshake (Illustration)

* Downgrade Protection

* MAC iiber alle Handshake Messages
* Nonce + DOWNGRD String in ServerHello.random

* Perfect Forward Secrecy fiir alle Sessions
* Ausschaltung von Human-In-The-Middle

* Detektieren von gefalschten Zertifikaten

&



https://www.cloudflare.com/learning-resources/tls-1-3/
https://blog.gypsyengineer.com/en/security/how-does-tls-1-3-protect-against-downgrade-attacks.html

TLS v1.3 in OpenSSL 1.1.1 D E E P S

TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128 GCM_SHA256
TLS_AES_128 CCM_8_SHA256
TLS_AES_128_CCM_SHA256
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TLS Verbindungsaufbau

Client Hello

Client

DE E PElSN@

Server Hello e

Server
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Client Key Exchange
Change Cipher Spec

Change Cipher Spec

Encrypted Data




TLS Handshake Metadaten D E E P S E @

Content Type

Handshake Type

Random

Version Length
Length Version
Session ID Length Session ID

Cipher Suites Length

Cipher Suites

Compression Methods Length

Compression Methods

Extensions




Cipher Spec OpenSSL 1.1.0j D E E P S E

CInhoyr Snoc T EN] | T Th K §F Ees ™M
File Edit View Terminal T Help
# openssl ciphers

CDERA-AES256-GCM-SHAZEB4 :ECDHE-REA-AES256-GCM-SHA3I84 : DHE-RSA-AES256-GCM-SHA3I84 : ECDHE-ECDSA-CHACHAZ 0-POLY1305:
ECDHE-REA-CHACHAZO0-POLY1305:DHE-RSA-CHACHAZO0-POLY1305:ECDHE-ECDSA-AES]128-GCM-SHAZ56 : ECDHE-REA-AES128-GCM-SHAZ56 : DH
E-REA-AES]128-GCM-SHAZ560:ECDHE-ECDSA-AES256—-SHAZEL : ECDHE-RESA-AES250-5SHAIE4 : DHE-RSA-AES256-SHAZ56 : ECDHE-ECDSA-AES]1 28
—SHAZ256:ECDHE-RSA-AES]1 28 -5SHAZ560: DHE-REA-AES]128-SHAZS56 t ECDHE-ECDSA-AES256-SHA: ECDHE-REA-AES256-SHA:DHE-RSA-AES256-5
HA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-RAES]128-SHA:DHE-RSA-AES]128-SHA:RSA-PSE-AESZ2560-GCM-SHA3 84 :DHE-PSE-AES256-GCM-SHA
384 :RSA-PSE-CHACHAZO0-POLY1305:DHE-PSE-CHACHAZO0-POLY1 306 ECRDHE-PEE-CHACHAZ0-POLY1305:AES256-GCM-SHAIE4 : PSE-AES256-G
CM-SHAZE4 :PSE-CHACHAZO0-POLY1305:RSA-PSE-AES]128-GCM-SHEES 6 : DHE-PSE-LAES] 28— GCM-SHAZ5 6 :AES]1 28 -GCM-SHAZ56 : PESE-AES128-G
CM-SHAZ56:AES256-5SHAZ50:AES128-SHAZS 6 : ECDHE-PSE-AESE256-CEBC-SHAZ 84 : ECDHE-PEFK-AES2560-CBC-SHA: SRP-RSA-AES-256-CRBC-5SHA
tSRP-AES-256-CBC-SHA:REA-PSE-AES256-CBC-SHAZ 24 : DHE-PEF-AEER S ~CBC-SHASE L RSA-PESE-AES256-CBC-SHA: DHE-PSE-AES256
—~SHA:AES256-SHA:PSE-AESZ250-CRBC-SHA3IE4 : PSE-AES256-CRO—SHA: ECRHE=PSE-AEZ1 28 -CBC-SHAZ56 :ECDHE-PSE-AES128-CBC-SHA: SR
REA-AES-128-CBC-SHA:SREP-AES-128-CBC-SHA:RSA-PSE-AES 128~ CRO-SHARZSG: DHE-FPSEKE-AES]128-CBC-SHAZ56 :RSA-PSEKE-AES128-CB
tDHE-PSE-AES]128-CBC-SHA:AES128-SHA:PSE-AES]128-CEC-SHASSG s PSE-—AES]1 28— CEBC-SHA
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Cipher Spec OpenSSL 1.1.1b D E E P S

IE] Terminal

File Edit View Terminal Tabs Help

§ openssl ciphers
TLS AES 256 GCM SHA384:TLS CHACHA20 POLY1305 SHA256:TLS AES 128 GCM SHA256:ECDHE-ECDSA-AES256-GCM-SHA
384 :ECDHE-RSA-AESZ56-GCM-SHA3E4 ; DHE-RSA-AESZ56-GCM-SHAI G4 :ECDHE-ECDSA-CHACHAZO0-POLY1305:ECDHE-RSA-CHA
CHAZ0-POLY1305:DHE-RSA-CHACHAZO-POLY1305: ECDHE-ECDSA-AES]1Z28-GCM-SHAZ56:ECDHE-RSA-AES1Z28-GCM-SHAZL56: DH
E-RSA-AFES128-GCM-SHAZS56:ECDHE-ECDSA-AES256-SHA3 B84 : ECDHE-RSA-AES256-SHA3 B4 : DHE-RSA-AESZ56-5SHAZ56: ECDHE
-ECDSA-AFES128-SHRZ256:ECDHE-RSA-AES128-SHAZ256: DHE-RSA-RAES]128-SHAZ256:ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-R
ES256-SHA:DHE-RSA-AES256-SHA:ECDHE-ECDSA-AES]12B8-SHA:ECDHE-RSA-AES]128-SHA:DHE-RSA-AES1Z28-SHA:RSA-PSE-A
ES256-GCM-SHA3IEB4 :DHE-PSE-AES256-GCM-SHA3 B4 : RSA-PSE-CHACHAZ20-POLY1305: DHE-PSK-CHACHAZ0-POLY1305:ECDHE-
PSE-CHACHARZ0-POLY1305:AESZ256-GCM-SHA3 8 : PSE-AESZ256-GCM-SHA3IBL : PSE-CHACHAZO0-POLY1305:RSA-PSE-AES]128-GC
M-SHAZSG6:DHE-PSE-AES1Z8-GCM-SHAZS56:AES]128-GCM-SHAZ56:PSE-AES1268-GCM-SHAZE 0 :AES256-SHAZE56:AES12E8-SHAZ
6:ECDHE-PSE-AES256-CBC-SHA3I B4 :ECDHE-PSE-AESZ56-CBC-SHA: SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:RS
L-PSE-AESZ256-CBC-SHA3B4:DHE-PSE-ARESZ2L56-CBC-SHRA384 :RSA-PSE-AESZ2G56-CBC-SHA:DHE-PSE-AESZ2L56-CBC-SHA:AESZ
6-SHA:PSE-AESZL6-CRBC-SHA384:PSE-AES256-CBC-SHA:ECDHE-PSE-RES]128-CBC-SHR2L6:ECDHE-PSE-AES128-CBC-SHA:S
RP-RSA-AES-128-CBC-SHA:SRP-AES-128-CRPC-SHA:RSA-PSE-AES1Z8-CBPC-SHAZS56: DHE-PSE-AES128-CBC-SHAZLG6:RSA-PS
E-AES]1Z8-CBC-SHA:DHE-PSE-AES1Z8-CBEC-SHA:AES]1Z28-SHA:PSE-AES1Z8-CBC-SHAZLG6:PSE-AES128-CBC-SHA

$
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TLS Cipher Suites im HandshakeD E E P S

Secure Sockets Layer
+ TL3v1l.3 Record Layer:; Handshake Frotocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.8 (8x0381)
Length: 512
w Handshake Protocol: Client Hello
Handshake Type: Cclient Hello (1)
Length: 08
version: TLS 1.2 (0x8303)
Random: heazac3ifecd fcoage4ase0cETo93ccod4cacT2a44fo491hene, |,
Session ID Length:; 32
Sessilon ID: 4fazchde727edd3flecihdboceva2acodeslleddSacoascog, |,
Cipher Suites Length:; 34
w Cipher Suites (17 suites)
Cipher suite: Reserved (GREASE) (0x3a3a)
Cipher Suite: TLS_AFS_ 128 GCM_SHAZSE (0x1301)
Ccipher suite: TLS_AES_ 256 GCM_SHA324 (0x1302)
cipher suite: TLS_CHACHA28 POLY1385_ SHAZSE (0x1303)
Ccipher sSuite: TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHAZSE (@xcezh)
cipher suite: TLS_ECDHE_RS& WITH _AES 128 GCM_SHA2S5E (@xcaz2f)
Ccipher suite: TLS_ECDHE_ECDSA_WITH_AES_ 256 GCM_SHA3S4 (axcozc)
cipher suite: TLS_ECDHE_RSA WITH_AES_256_GCM_SHA3EB4 (0xco30)
Cipher suite: TLS_ECDHE_ECDSA_WITH_CHACHAZO_POLY1305_SHA256 (0xccad)
Ccipher suite: TLS_ECDHE_RS4 WITH_CHACHAZO _POLY1305_SHAZS56 (0xccald)
Cipher suite: TLS_ECDHE_RSA _WITH_AES_128_CBC_SHA (0xcel3)
Cipher suite: TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA (0xcol4)
Cipher suite: TLS_RSA_WITH_AES_128_ GCM_SHA256 (0x009c)
Cipher Suite: TLS_RSA WITH_AES_256_GCHM_SHA3E4 (oxooad)
Cipher Suite; TLS_RSA WITH_AES_ 128 CBC_SHA (0Ox002T)
Cipher Suite; TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
Ccipher suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (8x000a)
compression Methods Length: 1
P Compression Methods (1 method)
Extensions Length: 481

DE E PE|=®



TLS Change Cipher Spec D E E P S

Secure sockets Laver
» TLSv1.3 Record Layer: Handshake Protocol: Server Hello
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 122
» Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
Wersion: TLS 1.2 (0x0303)
Random: fz497hecbcelddab2622hensd3anz4bdadcalecicadagncdarf, ..
Session ID Length: 32
session ID: 4fazchdevz7esd3flecyhdbcey828cndeslleddS8CcRaGCAs. | .
Cipher Suite: TLS_AES 128 GCM_SHA256 (8x1301)
Compression Method: null (@)
Extensions Length: 46
w Extension: key_share (len=38)
Type: key_share (51)
Length: 36
b Key Share extension
» Extension: supported_versions (len=2)
Type: supported_versions (43)
Length: 2
Supported version: TLS 1.3 (0x0304)
w TLSv1.3 Record Layer: Change Cipher Spec Protocol: Cchange Cipher Spec
content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
change Cipher Spec Message




TLS Extensions DEEP S

Secure Sockets Layer

+ TLSv1.3 Record Layer: Handshake Protocol: Client Hello

content Type:. Handshake ([22)

Version: TLS 1.0 (@x0301)

Length: 512

w Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: s08
version: TLS 1.2 (0x0303)
Random: heazec3fec4focoascdaseacefa3ccodcecfzedafodalbene, .
session ID Length: 32
session ID: 4faz2chdevzresd3flecybdbcevBzecadeslleddsaca9scas. | .
Cipher suites Length: 34

B Cipher Suites (17 suites)
compression Methods Length: 1

b Compression Methods (1 method)
Extensions Length: 401
b Extension: Reserved (GREASE) (len=@)
B Extension: server_name (len=24)
B Extension; extended_master_secret (len=a3)
P Extension: renegotiation_info (len=1)
P Extension: supported _groups (len=1@)
P Extension: ec_point_formats (len=2)
P Extension: SessionTicket TLS (len=@)
p Extension: application layer protocol_negotiation (len=14)
P Extension: status_request (len=5)
B Extension: signature_algorithms (len=2@)
B Extension: signed_certificate_timestamp (len=@)
B Extension: kev_share (len=43)
B Extension: psk_key_exchange_modes (len=2)
B Extension: supported_versions (len=11)
B Extension: Unknown type 27 (len=3)
B Extension: Reserved (GREASE) (len=1)
b Extension: padding (len=197)

DE E PE|=®



TLS Extensions DEEP S

* TLS Extensions sind Key-Value Paare
* Reihenfolge ist wichtig

* (Client-spezifisch

* Server-spezifisch

« SSL/TLS Bibliotheken

* Defaulteinstellungen

* Applikationen konnen Parameter bestimmen / &ndern

E G

&




Exkurs: GREASE D E E P S E @

* Generate Random Extensions And Sustain Extensibility

* Client erzeugt nicht definierte Extensions
* Test der TLS Version Intoleranz

* Aufspiiren von defekten Implementationen
* Internet Draft (Vorschlag Google)

* Implementiert in Chrome 55+

&



https://datatracker.ietf.org/doc/draft-ietf-tls-grease/

Exkurs: GREASE D E E P S E @

e GREASE Extension Codes bekannt

 TLS Fingerprint Algorithmus ignoriert GREASE Extensions
* Ausschnit aus JA3 (Fingerprinting) Python Code:

True, (Oxlala: True, O0xZ2aZa: True, (0x3ala: True,
a: True, 0x5aba: True, (Oxtata: True, 0x7a77a: True,

8a: True, 0xY%a%a: True, (Oxaaaa: True, Oxbaba: True,
Oxcaca: True, Oxdada: True, 0Oxeaea: True, True}
# GREASE TABLE Ref: https://tools.ietf.org/html/draft-davidben-tls-grease-00




rngeprningg ) E E P ISHEA®

* SSL/TLS Fingerprint # TLS Fingerprinting

* kein Zusammenhang mit Fingerprint des Zertifikats,

e sondern...

&




TLS Fingerprinting - Vorarbeit D E E P S

SSL fingerprinting for pOf

* Apache Modul
TLS Fingerprinting with JA3 and JA3S

 Varianten fiir Client und Server
e Tests im Tor Netzwerk

e Funktioniert mit TLS v1.3

* FingerPrinTLS Collection von Lee Brotherston

E G

HTTP Client Fingerprinting Using SSL. Handshake Analysis

&



https://idea.popcount.org/2012-06-17-ssl-fingerprinting-for-p0f/
http://lcamtuf.coredump.cx/p0f3/
https://www.ssllabs.com/projects/client-fingerprinting/
https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967?gi=6e4e0109924c
https://github.com/LeeBrotherston/tls-fingerprinting/tree/master/fingerprintls

Methodik (JA3) D E E P S E @

e (Client Handshake — Extraktion von

 TLSVersion

* Ciphers

* Extensions

* EllipticCurves

* EllipticCurvePointFormats

 Leere Extensions — mit 0 kodiert
* Wandlung in String: 769,47-53-5-10-49161...
« MD5 Hash

&




Methodik (JASS) BISN=NS E C

e Server Handshake — Extraktion von

e TLSVersion
* Ciphers
 HExtensions

* Leere Extensions — mit 0 kodiert
* Wandlung in String: 769,47,65281-0-11-35-5-16...
 MD5 Hash

&




Verfiighare Datensitze D E E P S E @

* 69 Malware Fingerprints (abuse.ch)

* (Cisco (Blogartikel)

* 4.000+ Fingerprints von ,echten® Netzwerken
* 12.000+ Fingerprints aus Firmennetzwerken

* 1.900+ Fingerprints publiziert
* =1.500 (JA3)

* 409 (FingerprinTLS)

= 1.684 (Kotzias et al.)

&



https://abuse.ch/
https://blogs.cisco.com/security/tls-fingerprinting-in-the-real-world
https://github.com/LeeBrotherston/tls-fingerprinting/
http://eprints.networks.imdea.org/1884/1/imc_ssl.pdf

Projekt tlsfingerprint.io D E E P S E @

* Use of TLS in Censorship Prevention (Studie)

* Verwendung echter Testdaten (University of Colorado Boulder)

* 33.000 Studenten, 7.000 Angestellte

9 Monate

11 Milliarden TLS Verbindungen
kein UDP TLS

keine TLS Fragmente analysiert

* keine out-of-order TCP Pakete analysiert

* Ergebnisse publiziert

&



https://tlsfingerprint.io/static/frolov2019.pdf

Rank

~ o s W M

10
1
12
13
14
15
16

Projekt tlsfingerprint.io

Version Connections
TLS 1.2 (0x0303) 49.1%
TLS 1.3 (0x0304) 47.5%
TLS 1.0 (0x0301) 1.7%
TLS 1.3-draft-23 (0x7f17) 1.6%
TLS 1.3-draft-28 (0x7f1c) 0.1%
TLS 1.3-draft-18 (0x7f12) 0.0%
TLS 1.1 (0x0302) 0.0%
TLS 1.3-draft-26 (0x7f1a) 0.0%
Unknwon (0x7e02) 0.0%
SSL 3.0 (0x0300) 0.0%
Unknwon (0x7e01) 0.0%
Unknwon (0xfb28) 0.0%
TLS 1.3-draft-16 (0x7f10) 0.0%
Unknwaon (0x7e03) 0.0%
TLS 1.3-draft-20 (0x7f14) 0.0%
TLS 1.3-draft-22 (0x7f16) 0.0%

=T N = I & 1 - O % ]

10
1
12
13
14
15
16
17
18
19
20
21

Supported Version

TLS 1.2 (0x0303)

TLS 1.1 (0x0302)

TLS 1.0 (0x0301)

TLS 1.3 (0x0304)
GREASE (0x0a0a)

TLS 1.3draft-23 (0x7§17)
Unknown (0xfb1a)

TLS 1.3-draft-28 (0x7f1c)
TLS 1.3-draft-18 (0x7112)
TLS 1.3-draft-26 (0x7f1a)
Unknown (0xfb17)
Unknown (0x7e02)

SSL 3.0 (0x0300)

TLS 1.3-draft-27 (0x7f1h)
Unknown (0x7e01)

TLS 1.3-draft-19 (0x7113)
TLS 1.3-draft-20 (0x7114)
TLS 1.3-draft-21 (0x7f15)
TLS 1.3-draft-22 (0x7116)
TLS 1.3-draft-24 (0x7118)

TLS 1.3-draft-25 (0x7f19)

Fingerprints
555
482
463
395
152
75
24
44
45
18

EEPS

Connections
48.3%
48.0%
48.0%
47.5%
30.6%
1.6%
1.0%
0.1%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%

0.0%

DEE PBJ=
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Projekt tlsfingerprint.io D E E P S

Cipher Suite Fingerprints % Client Hellos ¥ % Server Hellos
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) 5483 96.9% 0.9%
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) 5376 96.7% 1.0%
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) 4784 95.1% 12.8%
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f) 5663 95.1% 0.5%
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035) 5576 94.8% 1.7%
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) 4147 94.3% 1.6%
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256 (0xc02f) 4539 94.1% 43.2%
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) 3823 93.2% 17.5%
TLS_RSA_WITH_AES_128_GCM_SHAZ256 (0x009c) 4321 86.4% 0.3%
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a) 4254 86.1% 0.0%
Showing 1 to 10 of 423 entries Previous 2 3 4 5 43 Next

DEE Pj5®



Projekt: tlsfingerprint.io

Signature Algorithm
ecdsa_secp256r1_sha256 (0x0403)
rsa_pkcs1_sha256 (0x0401)
rsa_pkcsl_shal (0x0201)
rsa_pkcs1_sha384 (0x0501)
ecdsa_secp384ri_sha384 (0x0503)
rsa_pkecs1_sha512 (0x0601)
rsa_pss_rsae_sha256 (0x0804)
rsa_pss_rsae_shab12 (0x0806)
rsa_pss_rsae_sha384 (0x0805)
ecdsa_shal (0x0203)

Showing 1 to 10 of 44 entries

Unique Fingerprints (%)
9027 (76.0%)
9084 (76.5%)
8981 (75.7%)
8989 (75.7%)
8882 (74.8%)
8611 (72.5%)
1872 (15.8%)
1822 (15.3%)
1821 (15.3%)
7835 (66.0%)

Previous 2 3 4 5 Next

DEEPE

Connections
98.2%
97.3%
97.3%
97.2%
96.9%
94.6%
61.2%
60.2%
60.2%
59.2%

DE E PE|=®



Projekt: tlsfingerprint.io D E E P S E @

* Genauigkeit der Fingerprints

* Handshake Messages sind variabel

* Server senden mehr Variationen
* tlsfingerprint.io: popularste IP Adresse (Google Server)

* 199 eindeutige Fingerprints als Antwort auf

* 1.494 Client Hello Fingerprints

* haufigstes Client Hello bekam 750 Server Hello Fingerprints

&




Implementationen (JA3)

Bro/Zeek
Go/Java/Python
Darktrace
Suricata
Splunk
MantisNet
Moloch

Trisul NSM

DEEPE

 MISP

* Elastic.co Packetbeat
 ICEBRG

* Redsocks

* Netwitness
 ExtraHop

* Security Onion

E G
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Hacking Fingerprints [ ) E E. P [SHER®

uTLS Bibliothek
Fork der Go crypto/tls Bibliothek

* Gegenmallnahmen zu Fingerprinting
* komplette Kontrolle des Handshakes
* Zugriff auf alle Bits der Client Hello Message

e Imitieren von Handshakes
* “Parroting”

e nur fur den Handshake

&



https://github.com/refraction-networking/utls

Erweiterung: C&C Analyse D E E P S

* Verwendung von TLS bei Schadsoftware

* Infizierung
c C&C

e Nachladen von Code

* TLS leicht erkennbar
e Handshake

* Non-standard Ports verbergen nichts

* Applikation verwendet Komponenten

E G
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Encrypted Malware Traffic D E E P S

Behavioral Analysis through Packet Lengths and Times

Data Exfiltration

:dst]
C2 Message

Self-Signed Certificate
Imitial Page Load Page Refresh

Quelle: Detecting Encrypted Malware Traffic (Without Decryption)

E G



https://blogs.cisco.com/security/detecting-encrypted-malware-traffic-without-decryption

——— TS EC

TLS Fingerprinting vielversprechend

leicht zu verwenden
mehrere Projekte, bereits viele Implementationen

Datenbanken mit Signaturen erforderlich

* einige vorhanden
* ideales Community Projekt (sieche DSHIELD)

* Referenzsignaturen hilfreich

sehr niitzlich fiir Debugging (z.B. ,,Secure“/Secure Messenger)

&




— DEE

START <----+

Send ClientHello | | Recv HelloRetryRequest
/ v |
WAIT_SH ---+

|
Can | | Recv ServerHello
send | '
early | WAIT_EE
data | | Recv EncryptedExtensions
| dommmmme- ommmmm-- +
| Using | | Using certificate
| PSK | v
| | WAIT_CERT_CR
| | Recv | | Recv CertificateRequest
| | Certificate | v
| | | WAIT_CERT
| | | | Recv Certificate
| | v v
| | WAIT_CV
| | | Recv CertificateVerify
| +> WAIT_FINISHED <+
| | Recv Finished
\ |
| [Send EndOfEarlyData]
| [Send Certificate [+ CertificateVerify]]
| Send Finished
Can send v
app data --> CONNECTED
after
here
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Kontaktmoglichkeiten D E E P S E @

* X rpfeiffer@deepsec.net

2 0x518A0576C3A9FF76 (PGP/GnuPG)
FP: AE26 3866 FB54 4A5E OBE5 AD90 8531 093K 6E40 37AF

L +43.676.5626390 (Signal verfiigbar/empfohlen)
L 1807 949 050 59 (GSMK Cryptophone™)
= 9EKKN34F (Threema)

&



mailto:rpfeiffer@deepsec.net

Weiterfiihrende Links D E E P S E @

TLSFingerprint.io

TLS Fingerprinting (Lee Brotherston)

TLS Fingerprinting JA3 / JA3S (Salesforce.com)

TLS Fingerprinting (Cisco)

TLS Fingerprinting Implementation (Cisco)

HTTP client fingerprinting using SSL handshake analysis
JA3 SSL Fingerprint Webseite

SSL Blacklist (SSLBL) von abuse.ch

TLS Fingerprint Collection (University of Colorado Boulder)

&



https://tlsfingerprint.io/
https://github.com/LeeBrotherston/tls-fingerprinting
https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967?gi=9c258d5daa0
https://blogs.cisco.com/security/tls-fingerprinting-in-the-real-world
https://github.com/cisco/joy
https://blog.ivanristic.com/2009/06/http-client-fingerprinting-using-ssl-handshake-analysis.html
https://ja3er.com/
https://sslbl.abuse.ch/
https://abuse.ch/
https://tlsfingerprint.io/

o [ E E PS|El®

 Titelbild aus Artikel

What the President Could Do If He Declares a State of Emergenc
2
von Elizabeth Goitein
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https://www.theatlantic.com/magazine/archive/2019/01/presidential-emergency-powers/576418/
https://www.theatlantic.com/magazine/archive/2019/01/presidential-emergency-powers/576418/
https://twitter.com/lizagoitein

Exkurs: Middleboxen D E E P S

TLS — Inhalte konnen nicht inspiziert werden

Firewalls / Application Layer Gateways

* fiihren eigene (interne) Certificate Authority
* (Clients kennen eigene CA (durch Import)

* Generierung von Zertifikaten in Echtzeit

Entwurf fir interne Netzwerke

Offentliche CAs bieten Sub-CAs fiir Filter an

 stark kritisiert

* exponiert durch Cert Pinning & CA Transparency

E G

&




Exkurs: TLS MITM D E E P S

e Middle Box Problematik

* Studie The Security Impact of HTTPS Interception

Validates Modern Advertises TLS

Product Grad Certificates  Ciphers RC4 Version Grading Notes

A10 vThunder SSL Insight F v v Yes 1.2 Advertises export ciphers
Blue Coat ProxySG 6642 A* v v No 1.2 Mirrors client ciphers
Barracuda 610Vx Web Filter C v X Yes 1.0 Vulnerable to Logjam attack
Checkpoint Threat Prevention F v X Yes 1.0 Allows expired certificates
Cisco IronPort Web Security F v v Yes 1.2 Advertises export ciphers
Forcepoint TRITON AP-WEB Cloud C v v No 1.2 Accepts RC4 ciphers
Fortinet FortiGate 5.4.0 C v v No 1.2 Vulnerable to Logjam attack
Juniper SRX Forward SSL Proxy C v X Yes 1.2 Advertises RC4 ciphers
Microsoft Threat Mgmt. Gateway F X X Yes SSLv2  No certificate validation
Sophos SSL Inspection C v v Yes 1.2 Advertises RC4 ciphers
Untangle NG Firewall C v X Yes 1.2 Advertises RC4 ciphers
WebTitan Gateway F X v Yes 1.2 Broken certificate validation

Fig. 3: Security of TLS Interception Middleboxes— We evaluate popular network middleboxes that act as TLS interception
proxies. We find that nearly all reduce connection security and five introduce severe vulnerabilities. *Mirrors browser ciphers.



https://zakird.com/papers/https_interception.pdf

Exkurs: KU — ETSI ETS D E E P S E @

* Einwand von BITS auf IETF Mailing Liste
« ETSI ETS =TLS v1.3 — PFS
 ,Data Centre TLS"

Static DH Static DH
Key pair A Key pair B

Middlebox |* u Middlebox [* u
A B

l ’ l \'I
- Web " o App.
V)

TL5 1.3
) 5 > Firewall =
Client U server server
R P = = e e e e e e e e e e e s >
TLS 1.3 Ephemeral Diffie-Hellman | eTL5 Static Diffie-Hellman
External Networks i Enterprise Network or Data Centre

Figure 4.1: eTLS architecture with enterprise servers



https://mailarchive.ietf.org/arch/msg/tls/KQIyNhPk8K6jOoe2ScdPZ8E08RE
https://www.etsi.org/deliver/etsi_ts/103500_103599/10352303/01.01.01_60/ts_10352303v010101p.pdf#page=8

Exkurs: USA — NIST D E E P S
Empfehlungen

October 15,2018

TransportLayer Security (TLS) provides mechanisms for protecting data during electronic dissemination
across the Internet. Draft NIST Special Publication (SP) 800-52 Rev.2, Guidelines for the Selection,
Configuration, and Use of Transport Layer Security (TLS) Implementations, provides guidance for
selecting and configuring TLS protocol implementations using NIST-recommended cryptographic
algorithms and Federal Information Processing Standards (FIPS). The documentrequires that government
TLS servers and clients support TLS 1.2 configured with FIPS-based cipher suites.

This second draftextends the deadline by which agencies are urged to support TLS 1.3 to January 1, 2024.
Moreover, itclarifies that TLS 1.3isintended to coexistwith TLS 1.2 rather than replace it. An appendix has
also been added to discuss key exchange using RSA key transport and includes a list of cipher suites that
may be used if a transition period is needed. The extensions guidance now clarifies which versions of TLS
each extension applies to and provides guidance on the raw publickeys extension.

A public comment period for this document: is open until November 16, 2018.

Quelle: Second Draft of NIST's Transport Layer Security (TLS) Guidance



https://www.nist.gov/news-events/news/2018/10/second-draft-nists-transport-layer-security-tls-guidance-now-available

Exkurs: ETSI Warnungen D E E P S E @

* Europaische Standards-Organisation warnt USA vor TLS 1.3
* CVE-2019-9191 — fehlende PFS in ETSI ETS

e CVSS v3.0 Medium (AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N)
e CVSS v2.0 Medium (AV:N/AC:M/Au:N/C:P/I:N/A:N)

* PCI 3.1 empfiehlt TLS v1.2 oder besser

&



https://www.heise.de/newsticker/meldung/Europaeische-Standards-Organisation-warnt-USA-vor-TLS-1-3-4324155.html
https://nvd.nist.gov/vuln/detail/CVE-2019-9191

